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Chapter 1. Conventions

The following typographical conventions are used in this manual:

Table 1.1. The typographical conventions used in this manual

Font What the font represents Example

Italic Environment variables. The name is kept in
environmental variable
SDAVIDPRIVDIR...

Italic Synopsis options. [-1,--log-facility log facility]

Bold Names of programs and products. |[damecsud is a part of Operation
Manager-a.

Computer Names of options and menus. There is Show tool bar
option in View menu.

Computer Names of files and directories. reads its configuration file
.damadbudrc.

Computer Names of windows and dialog|In A sessions property

fields. window, in Sticking

string field, you can write...

Computer Names of buttons. Pressing Apply button lets you

apply changes.

Computer Bold

Math formulas.

exp( -x ), when a = 0
1 / pow( a , a ) *
pow( x , a ) * exp( -x
+ a ), when a > 0.

Computer Bold

Terms used in David system
terminology.

SNMP Data - a kind of data...

Computer Bold

Contents of configurations files.

action




Chapter 2. General information about David
system

2.1. General

David systemis a network management system. It is a packet of applications (modules) that allows
computer network to be monitored and managed in real-time through the Internet. There is only one
condition that managed devices must meet. Each device must provide SNMP (Simple Network
Management Protocol) service. SNMP is the most common management protocol in the Internet so that
requirement shouldn't be difficult to meet. Here is the list of typical devices that can be monitored:

* [P routers,

¢« ATM switches,

* manageable ethernet switches,

* UPSes with a SNMP adapter,

¢ TV-SAT modems that allow IP devices to work in TV cable networks,

* computers.

One of the most important feature of David system is its architecture. It's built of high level configureable
and independent from one another modules. This principle is the most essential rule of the project. In

consequences, in th metter of speaking, the same modules may build different management system. Here
are the main features of David system:

» general thinking in information flow controlling that come form high level independence of modules
of the system,

* high level configureability of the system modules that allows a special configuration of David system
to reach end-user expectations so close as it's only possible,

» the system scalability, so you can build up the system adding additional modules in very easy way;
note that these modules needn't to be part of David system at all; adding another monitored devices to
the system is a very easy procedure,

 using shell scripts in information processing is opportunity for modeling information and influence on
processing it,

+ all configuration files of David system, files with input/output data and log files are text files,
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* using SNMPv1, SNMPv2C and SNMPv3 to communicate with monitored devices.

2.2. David system architecture

Table 2.1. David system products

Product

Description

David
Files

system Common

The product, during its installation, prepares the rudimentary directory tree
for other products of David system. It also contains some essential and
common files for all the products. Thus, this is a fundamental product of
David system required by other its products.

Primary SQL Database

The product installs the primary SQL database of David system. Every
single installation of David system must have only one the primary
database.

Secondary SQL Database

The product installs the secondary SQL database of David system. Each
installation of David system may have many secondary databases or none.
It allows to distribute the SQL database of David system among many
servers.

David system Libraries

This product provides libraries of David system required by its
applications. Many other products of David system require that one.

Daemon Manager

It engages in running and terminating daemons of David system as well as
monitoring of their work.

Network  Manager
version)

(full

The product using SNMP protocol allows to visualise a topology of
monitored networks and auto-discover devices in managed networks. The
state of monitored devices also is visualized. The product also collects data
from monitored devices using SNMP protocol and allows you to manage
user accounts.

Network Manager (console
version)

The product, through a graphic application, allows to visualize a topology
of monitored networks and shows states of monitored resources. It allows
you to control daemons monitoring devices as well as that ones gathering
data. Currently, most of functions of that application is obtainable through
web applications.

Notification Processor

The product chiefly engages in processing SNMP Trap notifications
coming from monitored devices to management stations. The received
messages can be formatted to the human readable forms, and then recorded
as well. The processed notifications can be passed on to future processing.

Operation Manager
version)

(full

It can run specified actions on the basis of received data. Sophisticated
estimation process depends on information coming from other products of
David system and correlation of that information. It tries to build more
intelligent and useful notifications then just simple reactions to incoming
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Product

Description

events. The graphic application displays notifications about received events
and allows to play audio files as well as reading messages by an outer
speach synthesizer.

Operation Manager (console

The product contains a graphic application displaying notifications about

version) events and allowing to play audio files as well as reading messages by an
outer speach synthesizer.
Report Manager The product processes recorded SNMP Trap notifications, entries about

pending operations and entries about state changes of monitored devices
(ping objects, network interfaces and BGP peers), and generates raports on
the basis of them. Raports can be viewed using a Web application.

Service Monitor

The product monitors selected network services on application level. In
order to do this it monitors selected TCP ports of specified hosts. It checks
both availability of ports and a correct reaction for a few selected network
protocols (HTTP, SMTP, FTP). It also can verify correctness of work of
selected services by verification of received data. Results of its work can be
viewed as reports and graphs made available by a Web application.

SQL Database Archive and
Backup Manager

It archives the SQL Database used by David system applications.

Distributed SQL Database
Manager

It allows to devide the database of David system into one primary database
and many secondary ones. Such step boosts performance of the system and
decreases load of the servers where daemons of David system work. The
migration takes place during the rutine work of the system. Such division
may be altered many times.

Dependences between the David system products are shown on the following chart:.

David system functionality can be very large and it depends on particular configuration a lot. The most
important features of David system are:

» discovering and visualization of monitored networks topology including visualization of states of
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particular nodes;

possibility of building control panels to monitored devices (they must support SNMP protocol),
regardless of device providers;

formatting and recording SNMP Traps sent by agents working on monitored devices;

automatic reaction to specified SNMP Traps received from monitored devices;

possibility of identification of an operator that has received an alert from the system about a problem;
collecting data concerning parameters of monitored devices;

automatic reaction to incorrect values of data that were found during data collecting;

recording pending cases, processed by the system, which have been created as responses for events
detected by the system in a monitored network;

monitoring selected network services on application level.




Chapter 3. Terminology

3.1. Authorization process made by David system
products

The modules of David system which need to do an authorization of message senders (i.e. damsnmpdaud,
dnmmsd, dgnsd), use the library, that checks whether an IP address of a sender matches with any record
found in the file . known.host. The library expects to find the file in a directory pointed by a variable
confdir in the file /etc/system-david.conf.

Records in the file . known.host are regular expressions specifying acceptable IP addresses.

3.2. David system terminology used in the documentation

There is an explanation of some terms, that are used in David system and its documentation:

* massages (information) - data received by interfaces of Operation Manager, its data
analysers and Cases Database Unit of the product.

* notifications - the term often is used in the products: Notification Processor, Operation
Manager and Report Manager; There are mostly data, that a source are SNMP agents working on
network monitored devices.

* events - the term often is used in the products: Operation Manager and Report Manager; and it
describes a being, that a source is SNMP Trap or SNMP Data; an event is always a part of a case;

* cases - the term often is used in the products: Operation Manager and Report Manager; and it
describes a group of events connected one another; one event at last must be included in a case;

e SNMP Trap - a kind of data of Operation Manager product, which a source are received responses
from SNMP agents; SNMP Traps aren't answers on the requests sent by a management station, but
they are sent by agents managing network interfaces and processed by Notification Processor
product;

e SNMP Data - a kind of data of Operation Manager product, which a source are received responses
from SNMP agents on request which a management station sent to them by Network Manager.




Chapter 4. Installation

4.1. The main configuration file of David system

The essential configuration file of David system in /etc/david-system.conf. It contains entries as
pairs: key = value. Basically, except the entry default email recipient, there is no such need to
modify any record in that file. All necessary modifications are made during installation processes of
particular David system products. Below, there is a list of all entries along with their descriptions that may
occur in this basic configuration file.

* user - aname of the user with which rights all daemons of David system works;

* default email recipient - the default e-mail address where messages from David system
applications are sent;

*  bindir - the directory containing David system applications (default: /usr/bin/david-system);

e libdir - the directory containing David system libraries (default: /usr/lib/david-system);

* incdir - the directory containing David system headers (default: /usr/include/david);

* confdir - the directory containing David system configuration files (default: /etc/david-system);

* logdir - the directory containing log files of David system applications (default:
/var/log/david-system);

* sharedir - the directory containing various files (images, audio files, web files) of David system
(default: /usr/share/david-system);

* docdir - the directory containing various files (images, audio files, web files) of David system
(default: /usr/share/david-system);

* vardir - the directory containing archive files of David system SQL database (default:
/var/lib/david-system);

* 1is sqgldb installed - the flag that indicate whether the SQL database of David system has
been installed or not.

4.2. Dedicated account for service of David system

There is no needs to run any David system module as superuser (usually an account root with UID
equals 0). Even if some David system daemon requires root rights when starting, there is always
possibility to specify, as one of the daemons starting arguments, a user that rights should be taken.
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It is a good idea to add a new user to an operating system, under which control David system will work.

4.3. Directories of David system

This hierarchy depends on a particular configuration of David system. In the default system configuration,
David system contains the following directories:

* /usr/bin/david-system - binaries and shell scripts;

* /etc/david-system - configuration files;

e /usr/share/doc/david-system - the documentation;

e /usr/share/david-system - graphic and audio files, web portal;

* /usr/include/david - David system header files;

e /usr/lib/david-system - David system libraries;

» /var/log/david-system - log files;

* /var/lib/david-system - archive files of the David system SQL database;

4.4. Configuration of syslogd daemon

David system modules use syslog subsystem available on UNIX platforms. Default configuration of
the system modules causes that log messages are sent with local6 facility. It may be changed for
every module during its startup. Its recommended to configure syslogd daemon to write all messages
from David system modules into one place (one or more files with characteristic name i.e.: david.log).




Chapter 5. Network Manager requirements

The following requirements must be met by a management platform where Network Manager works:

512 MB of RAM and 1 GB of swap memory at least;
e atleast 1.5 GHz CPU;
e HTTP server (eg. Apache (http://www.apache.org));

* PHP 4 interpreter (http://www.php.net) (with a support for GD and MySQL libraries) as a module of
web server;

* installed compatible version of Daemon Manager.




Chapter 6. Installation
6.1. Installation from RPM package

You must be root to install the product. Following steps must be taken in order to install the product:

* Install the product:

rpm -i david-xxx-nm-f-yyy.rpm

6.2. Installation from the script

You must be root to install the product. Following steps must be taken in order to install the product:

*  Uncompress and unpack the archive:

gunzip david-xxx-nm-f-yyy.i386.tar.gz
tar xf david-xxx-nm-f-yyy.i386. tar

The operations create david-xxx-nm-f-yyy.i386 directory in your current directory.

* Change your current directory to david-xxx-nm-f-yyy.i386:

cd david-xxx-nm-f-yyy.i386

* Read LICENSE file and CONTINUE THE INSTALLATION, ONLY WHEN YOU ACCEPT ALL
CONDITIONS INCLUDED IN THE LICENSE.

* Run the installation script:

./install
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Chapter 7. Network Manager (NM)

7.1. Functionality

Network Manager makes possible:
» auto discovering of devices included in monitored networks and adding them to the managed device
database;

* visualization of monitored network topologies according to data gathered from managed devices
through SNMP protocol;

» monitored device states visualization (states of network interfaces, BGP sessions);

» visualization of responses of monitored devices for ICMP ECHO packets sent by the management
station (similary as ping command);

* creation objects that represent service, node etc., which state depends on states of other objects and
services stored in the database;

* running directly from presented topology maps the most suitable control panels for selected devices
and other graphic applications of David system,;

* designing graphic interfaces to control network devices that supply SNMP protocol; appearance of
each interface and its functionality depend on an end-user invention (every control panel is written as
a separate file);

* real-time monitoring (considering speed of computer networks and polling interval) of devices work
parameters and controlling its work, through generated application - control interface to a particular
device;

» visualization of network device work parameters through a generated application - interface to a
particular device;

» collecting current parameters of monitored devices work using SNMP protocol;
» presenting collected data as graphs available in Web site;

» sending collected data to Operation Manager; it makes possible to detect potential problems in early
phase.

* management of David system user accounts (creation and modification of user accounts).

» management of David system user groups (creation and modification of user groups and classifing
user groups as selected groups);
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* creation an access policy to component elements of the system for particular users and user groups.

7.2. Description

One of the assigments of Network Manager is discovered devices belong to managed networks, built
topology maps of monitored networks and made visualization of discovered device states.

The product can gather information about networks from their nodes through SNMP protocol, and next it
visualises the collected data through a graphic application which is a user friendly interface to the
monitored network database.

An important assigment of the product is gathered current work parameters of network devices using
SNMP protocal. The gathered data a user can see in the form of graphs by the Web browser. The
collected data also are sent to Operation Manager.

Network Manager, on the base of its configuration files, can generate applications that are graphic
interfaces that monitor work of devices on which SNMP agents work. Such interfaces usually show that
parameters of devices, which are important in a given situation. Many interfaces to a particular device
may exist at the same time (stored in separate files). The panels can be created and modified very easily
by end-users. Main edition technique used to panels creation is, like in a different kind of graphic editors,
using a mouse as main designed tool.

Network Manager is also responsible for management of user accounts. These users are quite
independent of operating system users, on which operating system works. Each user has an username as
its identifier, number (UID), privilege level (ULEVEL - zero means the highest level), password and
description of the account (GECOS). Each user can belong to free number of user groups.

Network Manager is also responsible for management of user groups. Each group has an username. The
groups allows to manage access rights to elements of David system in effective way.

7.3. Related articles

Service of Network Management Map (dnmmsd)

Network Management Map Client (dnmmc)
Network Management Map (xdnmm)
Enhanced Data Collector (dedcd)

Network Nodes Viewer (xdnnv)

Network Node Views Editor (xdnnve)

Slow Query Executor
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Excluded IP Address Configurator

SNMP Community Configurator

User Manager

User and Group Manager

Collection Browser

Node Browser

Node Report Browser

Notification Recipient Configurator

Web Module Configurator

Service Monitor

Customer Configurator
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Chapter 8. Network Management Map Client
(dnmmc)

8.1. General

dnmmec is Network Management Map Client and it is a part of Network Manager. It allows you to
connect with the Network Information Database from shell level. The communication can depend on
getting an answer to a request or doing an order.

8.2. Synopsis

dnmmec can be run with the following options: [-/--log-facility log_facility] [-L.--log-level log level]

[-f.--password-file filename [-u,--user username] [-e,--enc-password)] [-v.--version] [-h.--help)]

8.3. Options

Table 8.1. dnmmc options

Option name Description

-1,--log-facility log facility |Choose log facility: daemon | user | localO | ... | local7 (default: local6).

-L,--log-level log level Choose log level (on stderr and syslog) i.e. messages of selected level and
more important levels will be logged: emerg | alert | crit | err | warning |
notice | info | debugO | ... | debug?2 (default: warning).

-f,--password-file filename |Specify a file (in $DAVIDSECCONEFDIR directory) containing username
and password to login to the server (default: .nmmc.pwd).

-U,--user username Login to the server as a specified user instead of a user taken from
$DAVIDSECCONFDIR/.nmmc.pwd file (password is read from stdin).

-e,--enc-password Tell the server that the password is already encrypted.
-v,--version Display version number on stderr and exit.
-h,--help Display this help and exit.

8.4. Request argument meaning

A request from the below list is a required argument:
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Table 8.2. Request argument meaning

Argument name

Description

pingobject-alarm-off-until-ok id

Turn off the alarm until the state is OK for a specified ping object.

pingobject-alarm-always-off id

Turn off the alarm for a given ping object.

pingobject-alarm-off id day sec

Turn of the alarm for a given ping object until a specified period of
time comes.

pingobject-alarm-on id

Turn on the alarm for a given ping object.

pingobject-test-alarm id

Run a test alarm for a given ping object.

netinterface-alarm-off-until-ok
id

Turn off alarm until a CRITCAL state is finished for a given network
interface.

netinterface-alarm-always-off id

Turn off alarm for a given network interface.

netinterface-alarm-off id day sec

Turn off alarm for a given network interface until a specified period of
time.

netinterface-alarm-on id

Turn on alarm for a given network interface.

netinterface-test-alarm id

Run a test alarm for a given network interface.

bgppeer-alarm-off-until-ok id

Turn off alarm until a CRITCAL state is finished for a given BGP
peer.

bgppeer-alarm-always-off id

Turn off alarm for a given BGP peer.

bgppeer-alarm-off id day sec

Turn off alarm for a given BGP peer until a specified period of time.

bgppeer-alarm-on id

Turn on alarm for a given BGP peer.

bgppeer-test-alarm id

Run a test alarm for a given BGP peer.

mitem-alarm-off-until-ok id

Turn off alarm until a CRITCAL state is finished for a given managed
item.

mitem-alarm-always-off id

Turn off alarm for a given managed item.

mitem-alarm-off id day sec

Turn off alarm for a given managed item until a specified period of
time.

mitem-alarm-on id

Turn on alarm for a given managed item.

mitem-test-alarm id

Run a test alarm for a given managed item.

find-netinterface IP ifIndex

Find a network interface with a specified iflndex on a given host.

find-bgp-peer IP peer

Find a BGP peer with a specified IP address on a given host.

find-object IP

Find a host with a given IP address.

\find-mitem IP table index

Find a managed item with a specified ifIndex (OID or number) which
belongs to a specified table (OID), on a given host.

is-community string community

Check if a given community is inside of a given string (you need no
login to a server).
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8.5. An answer format on requests

Answers of the request find-netinterface IP ifIndex:

e ID: anumber identifier of the network interface;

e OWNER ID: anumber identifier to which a network interface belongs to;
* OWNER: ahost to which a network interface belongs to;

* DESCRIPTION: anetwork interface description;

e ALIAS: an alias of a network interface;

* TYPE: atype of a network interface;

e ADMIN STATUS: an administration status of a network interface;
* OPER STATUS: an operation status of a network interface;

* SPEED: bitrate (in B/sec.) of a network interface;

* HIGH SPEED: bitrate (in MB/sec.) of a network interface;

e STATE: a state of a network interface;

* COMMUNITY: a community of the network interface.

e ALARM: a current alarm for the network interface.
Answers of the request find-bgp-peer IP peer:

e ID: anumber identifier of the BGP peer;

e OWNER ID: anumber identifier to which a BGP peer belongs to;
* OWNER: adevice to which a BGP peer belongs to;

* REMOTE IP: an IP address of a BGP peer;

* DESCRIPTION: a BGP peer description;

* REMOTE AS: aBGP peer AS;

* ADMIN STATUS: an administration status of a BGP peer;

* OPER STATE: an operation state of a BGP peer;
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e STATE: a BGP peer state;
* COMMUNITY: community assigned to the BGP peer.

* ALARM: a current alarm for the BGP peer.
Answers of the request find-mitem IP table index:

* ID: anumber identifier of the managed item;

* OWNER ID: anumber identifier to which a managed item belongs to;

* OWNER: a device to which a managed item belongs to;

* MANAGED ITEM GROUP ID: anumber identifier of source group for a managed item;
* MANAGED ITEM GROUP NAME: aname of source group for a managed item;

e STATE: a state of a managed item;

* COMMUNITY: a calculated community for the managed item;

e ALARM: a current alarm for the managed item.
Answers of the request find-object IP:

* NAME: an object name;
* SNMP COMMUNITY: SNMP community for read operation for the object;
* SNMP VERSION: SNMP version for the object;

e COMMUNITY: community assigned to the object.

8.6. Description

Program dnmme makes possible a contact with Network Information Database from shell level. In a
range of requires about doing operations dnmme is an alternative solution to Network Management Map,
where you can make analogous operations. The module dnmmec lets you make only given operations in
contrast to Network Management Map, where a number of operations is essentially greater.

dnmmec allows you to realize requires about items of Network Information Database such as: network
interfaces, BGP peers, managed devices and devices. The information is used by other modules of David
system.

17



Network Management Map Client (dnmmc)

One request only don't require a contact with a server and it's the one that a given string includes a given
community sequence. The option is added to keep an uniform access to a suitable library function. A
return code of the module is zero when a given community doesn't exist in a given string and 1 if it

exists.

A great part of dnmmec functionality is dictated the needs of access to David system through the Web.

8.7. Related articles

Service of Network Management Map (dnmmsd)
Network Management Map (xdnmm)
Enhanced Data Collector (dedcd)
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Chapter 9. Service of Network Management
Map (dnmmsd)

9.1. General

dnmmsd is Service of Network Management Map and it is a part of Network Manager. It is a daemon
process which works all the time the system is running and monitors work of devices inside a monitored
network and makes information about these devices available to its clients i.e. graphic applications that
want to display topology maps of monitored networks.

Owing to specific meaning of dnmmsd module many aspects of its functionality can be found inside the
section dedicated to its graphic client which is Network Management Map (xdnmm).

9.2. Synopsis

dnmmsd can be run with the following options: [-i,--db-import filename] [-P.--pid-file filename]

[-L--log-facility log facility] [-L.--log-level log level] [-u.--run-as-user username) [--max-pings number]
--max-check-of-bgppeers number| [--max-check-of-netifs number| [--max-update-of-objects number]

--max-graphic-clients _number| |[--max-discovery-in-net __number| [--socket-file-4-gc _filename]

[--port-4-gc port] [--buffer-ttl seconds] [--ping-status-expiration-time seconds]
[--ping-down-status-expiration-time seconds| [--program-4-ping-alarm filename] [--node-2-discover
host] [--background)] [-v,--version] [-h.--help]

9.3. Options

Table 9.1. dnmmsd options

Option name Description

-i,--db-import filename Import Network Information Database from the specified file
during startup.

-P,--pid-file filename Write PID to a specified file.

-1,--log-facility log_facility Choose log facility: daemon | user | localO | ... | local7 (default:
local6).

-L,--log-level log level Choose log level (on stderr and syslog) i.e. messages of selected
level and more important levels will be logged: emerg | alert | crit |
err | warning | notice | info | debug0 | ... | debug2 (default: notice).

-U,--run-as-user username Drop root privileges and run server as a specified user.

--max-pings number Maximum number of hosts that are pinged at the same time (default:
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Option name

Description

5).

--max-check-of-bgppeers number

Maximum number of 'check BGP peer' requests generated at the
same time (default: 5).

--max-check-of-netifs number

Maximum number of 'check net interface' requests generated at the
same time (default: 5).

--max-update-of-objects number

Max number of 'update object' requests generated at the same time
(default: 5).

--max-graphic-clients number

Specify maximum number of graphic clients that can be served at
the same time (default: 10).

--max-discovery-in-net number

Discover (poll) no more then that number of nodes from one
network at one time (default: 20).

--socket-file-4-gc filename

Wait for connections from graphic clients via a specified socket file
(default: /tmp/dnmm.gc.socket).

--port-4-gc port

Listen to a specified TCP port waiting for graphic clients (default:
use a socket file).

--buffer-ttl seconds

Specify a maximum TTL (time to live) for outgoing messages
(default: 300).

--ping-status-expiration-time
seconds

Specify a number of seconds (since the last update) after that a ping
object status will be treated as expired at the startup (default: 300).

--ping-down-status-expiration-time
seconds

Specify a number of seconds (since the last down state - 0% of
responses) after that a ping object alarm will be turned on, if the
appropriate flag is active (default: 900).

--program-4-ping-alarm filename

Specify a program called when ping alarm (less then 100% of
responses) occurs (default: DAVIDDIR/bin/ping-alarm.sh).

--node-2-discover host

Specify a node from the discovery process should be begun instead
of local network.

--background Go to background after startup.
-v,--version Display version number on stderr and exit.
-h,--help Display this help and exit.

9.4. The Database objects

The following data types can occur in the Network Information Database:

» styles included in state groups;

» state groups owned by network interfaces, BGP peers, objects and ping objects;
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» layers to which network interfaces, BGP peers, objects and ping objects belong (not used currently);
* network interfaces owned by such objects as computers or routers;

*  BGP peers owned by objects as routers;

* objects (discovered devices and objects added by a user);

* ping obiects;

» groups of ping objects.
Each of the above Database items has specific properties but also has common attributes as:

e anitem creator identifier;

¢ an item modifier identifier;

e an item creation time;

e an item modification time;

* aminimum user level needed to change the item properties.

* an owner identifier and a group identyfier;

e access rights (right to read, write and execute) of an owner and a group and other users;

» free nuber of additional groups with access rights to each of them.

Also adding and deleting any item of the Database are restricted by rights and have the same attributes as

the above ones for particular items. Additionally, some items of the Database include another right
attributes to their specific properties.

Objects, discovered during the module work and also that added by a user, can be arranged into
hierarchical, parent-child, order. Thanks to that you can build hierarchy maps of monitored devices what
helps you to keep control under all information you have. Only a user fully decides about hierarchy
structure of managed objects.

9.5. Description

dnmmsd module is responsible for monitoring devices discovered in a managed network. As a result you
can see a topology map of a monitored network. The module makes the gathered information about
devices available to its clients. The graphic application xdnmm that presents topological maps of
networks is one of the module client.
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During startup of dnmmsd is run, it creates two child processes. The first one is responsible for sending
and receiving ICMP-ECHO packets to monitored devices discovered by dnmmsd daemon and to IP
addresses configured by a user. The second one serves SNMP requests sending to monitored devices
discovered by dnmmsd daemon.

As next step the Network Information Database is loaded from a file specified as an argument of
-i,--db-import option. The operation has one-time character i.e. an import of data will be done when
Network Information Database is accepted as empty. In the end dnmmsd begins awaiting for clients'
requests and monitoring of network management.

9.6. Client service

When dnmmsd waits for client requests sending through a network and receives a new connection
attempt, then authorizes the client depending on IP address of the client. The authorization result depends
on information included in the file . known.hosts. If the module can't open . known.hosts file for
reading or the client's IP address doesn't match to any entry of the file, the connection is rejected. When
the daemon waits for client requests through a socket file, the authorization is skipped. The new
connection can be also rejected, when maximum number of connections is reached (--max-graphic-clients
option).

After the successful acceptation of a new incoming connection a user-based authentication is prepared on
the basis of Users' Database of David system.

After the successful login procedure the user can read and write data from and to the Network
Information Database. Also the user can receive notifications about every change of any object in the
Database. It reduces traffic and amount of operations between clients and the daemon because clients
don't need to ask about each object state all the time.

Every client can login many times and each time as another user. A logged in user has rights according to
the Users' Database. The users, besides operations on the Database that number exceeds one hundred,
can do the following operations:

* logout;

* log out lower level users;

* list logged in users.

9.7. Service of the Database objects

In an initial phase of the module work, when the Network Information Database doesn't include any
objects discovered by dnmmsd yet, the discovering procedure can be begun on two ways:
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* by polling a particular device specified as one of running options (--node-2-discover option);

* by discovering a local network, inside which the management station works.

The discovering procedure can be omitted for addresses specified in the configuration of addresses
excluded from the discovering procedure. Devices are discovered by sending SNMP requests to particular
IP addresses. The IP addresses are another addresses belonging to a network selected by an operator as
managed one.

IMPORTANrgesides a local network (finally) any other network is not automatically
scanned without a decision of the system administrator.

SNMP requests, both to newly discovered devices and to already included in the Database, are sent with a
community according to information included in the configuration of SNMP communities. A similar

process for each discovered device as that one performed in the moment of its discovering is prepared
every specified period of time. This period is one of attributes of a state group to which a given object
belongs. Then all knowledge about the device configuration included in the Database is updated. This
process is performed every hour by default. It may occur earlier if dnmmsd discovers any error in
responses from a given device.

When a new discovered device is added, its all network interfaces and BGP peers (if it has them) are
added to the Database. The device is also scaned for all active and permited IP address of managed item
groups. IP address of one of the device network interfaces is also added to ping objects (an IP address
corresponding to a device name described as sysName is prefered). When information about a device is
updated, its all network intefaces, BGP peers and managed items discovered using managed item groups
are chacked. Newly discoverd interfaces, BGP peers and managed items are added, but these one which
can't be found are marked as removed.

Beside periodic update of each monitored device configuration, checking of states of network interfaces,

BGP peers, managed items and ping objects is performed more often. That period is specified as one of
fields of a states group to which a given item belongs. Network interfaces and BGP peers are asked for an
operation and administrative state. For managed items are chcked suitable variables indicated by a user in
the parent definition for a given item of managed item groups. Ping objects are monitored by sending five,
short ICMP-ECHO packets to a given IP address with 1-second intervals. A state of a given item is
calculated depending on received responses. For network interfaces and BGP peers, an UP
(ESTABLISHED) state is treated as a correct state while the administrative state is UP too. If it's DOWN,
the item state is always positive. For managed items, an answer, which values are treated as positive ones,
depends on a definition of an origin managed item group for that managed items. Health of ping objects
are measured as a percent of received responds for sent ICMP-ECHO packets. A positive situation is

when this percent amounts 100%.

After the item state is calculated and it is different from that one just before the procedure, the change is
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propagated to above (parent) levels in case the item is a network interface or BGP peer. Similar
calculations are continued on higher levels of object parents until states are still changed. The following
states are permissible:

* Not managed - an item is not managed;

¢ Ok - an item state is correct;

* Minor fault - an item state is not perfectly correct;

* Major fault - anitem fault is considerable;

e Critical -anitem is in a critical state;

* Was minor fault - an item state was not perfectly correct but it is better now;

* Was major fault -an item fault was considerable but it is in a better state now;

e Was critical -anitem was in a critical state but it is in a better state now;

¢ Unknown - an item state is unknown;

* Error - an error occurred for a particular item (this state should last long);

* Deleted - an item was not found in a current device configuration.

A state of a given item is not modified and doesn't affect its higher level items (its parent or owner) as the
flag Is passive of the item is set.

A log message is written to a particular table as a response for each change of network interface state,
BGP peer, managed item state or ping object state.

For each item additional informing possibility about alarm situations exists. For each network interface,
BGP peer and managed item beeing in Critical state a following script is run every 5 minutes:
netinterface-alarm.sh for network interfaces, bgppeer-alarm.sh for BGP peers and mitem-alarm.sh for
managed items. For ping object, when a percent of answers for it is less then 100%, the program
ping-alarm.sh is run. It's run periodically every specified period of time until the state doesn't come to
OK. The period is one of attributes of a ping object group to which the ping object belongs. The issue

how to configure ping object alarms is described in Network Management Map (xdnmm).

9.8. Input parameters passed on netinterface-alarm.sh
program

An external program is run for a network interface when it is in Critical state. The program receives
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information, as its input parameters, about a given network interface in the following format:

* alarm-on or alarm-off - shows if an alarm (i.e. sound) for a given network interface is turned
on;

e test-onortest-off -shows ifitis a test or not;

* a network interface name;

* a network interface description - (alias);

* a number of the program calls since the last state change;

* a time which passed since the last state change;

* a network interface administrative state;

* a network interface operation state;

* a device name, that is an owner of the network interface;

* a calculated community of the network interface.

9.9. Input parameters passed on bgppeer-alarm.sh
program

An external program is run for a BGP peer when it is in Critical state. The program receives
information, as its input parameters, about a given BGP peer in the following format:

* alarm-onoralarm-off -shows if an alarm (i.e. sound) for a given BGP peer is turned on;

e test-onortest-off -shows ifitis a test or not;

* a BGP peer description;

* a BGP peer IPaddress;

* a BGP peer AS number;

* a number of the program calls since the last state change;

* a time which passed since the last state change;

* a BGP peer administrative state;

* a BGP peer operation state;
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* a

. a

device name, that is an owner of the BGP peer;

calculated community of the BGP peer.

9.10. Input parameters passed on mitem-alarm.sh
program

An external program is run for a managed item when it is in Critical state. The program receives
information, as its input parameters, about a given managed item in the following format:

* alarm-onoralarm-off -shows if an alarm (i.e. sound) for a given managed item is turned on;

e test-onortest-off -showsifitis a test or not;

* a managed item description;

* a
* a
* a
* a
* a

number of the program calls since the last state change;
time which passed since the last state change;

device name, that is an owner of the managed item;

name of the source group of managed items;

calculated community of the managed item.

9.11. Input parameters passed on ping-alarm.sh program

An external program is run for a ping object when it is in Critical state. The program receives
information, as its input parameters, about a given ping object in the following format:

* alarm-onoralarm-off -itshows if an audio alarm for the object is turn on;

* an object nameorits IP address;

* TIP address;

M a
M a
M a

number of the program calls since its last OK state;
time which passed since its last OK state;

percent of received responses;
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* a number of received responses;
* a number of sent requests;

* a name of ping object group which the object belongs to.

9.12. Related articles

Network Management Map (xdnmm)

Excluded IP Address Configurator

SNMP Community Configurator
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Chapter 10. Enhanced Data Collector (dedcd)
10.1. General

dedcd is Enhanced Data Collector and it is a part of Network Manager. It is a daemon process which
works all the time the system is running. It collects suitable data of monitored devices by SNMP protocol.
It receives information about collected data from Service of Network Management Map (dnmmsd).

10.2. Synopsis

dedcd can be run with the following options: [-P,--pid-file filename) [--background) [-I.--log-facility
log_facilitv] [-L.--log-level log level| [-u.--run-as-user _username| |[-f.--password-file filename]
[--out-queue-ttl seconds] [--max-load4collect number] [--max-sent-pdus number] [-v.--version] [-h.--help]

10.3. Options

Table 10.1. dedcd options

Option name Description
-P,--pid-file filename Write PID to a specified file.
--background Go to background after startup.

-1,--log-facility log facility |Choose log facility: daemon | user | local0 | ... | local7 (default: local6).

-L,--log-level log level Choose log level (on stderr and syslog) i.e. messages of selected level and
more important levels will be logged: emerg | alert | crit | err | warning |
notice | info | debugO | ... | debug?2 (default: notice).

-u,--run-as-user username | Drop root privileges and run server as the specified user.

-f,--password-file filename |Specify a file (in $DAVIDPRIVDIR) containing a username and a
password to log in to the server (default: .edc.pwd).

--out-queue-ttl seconds Specify a maximum TTL for outgoing messages (default: 300 seconds).

--max-load4collect number |Specify a maximum system load to suspend collections (default: 40.0).

--max-sent-pdus number A maximum number of sending PDUs at the same time (default: 20).
-v,--version Display version number on stderr and exit.
-h,--help Display this help and exit.

10.4. Description
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During its startup deded module tries to communicate with dnmmsd module from which it will be
received information needed to run collections, and with damsnmpdaud module to which it will be sent
collected data. When dedcd can't connected with any modules, it will try to connect with it every some
period of time. It does the same if a connection is interrupted. In a case of a connection lack with dnmmsd
module no collections are carried on.

An important property of dedced is a fact, that it automatically reacts on all changes in Network
Information Database managed by dnmmsd module. So, data from newly discovered devices and
network interfaces will be automatically collected, and collections will be stopped for devices deleted
form Network Information Database and i.e. network interfaces marked as deleted through dnmmsd
module.

Almost all configured information concerning collected device parameters, a frequency of sending
messages to them, a graph coloring etc. come from Network Information Database and they can be
configured with a level of Network Management Map application.

Results of dedcd work are shown the best through David system Web interface.

10.5. Related articles

Service of Network Management Map (dnmmsd

Network Management Map Client(dnmmc)
Network Management Map (xdnmm)

Operation Manager: SNMP Data Analyser (damsnmpdaud)
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Chapter 11. Slow Query Executor (dsqed)

11.1. General

dsqed program is Slow Query Executor and it's a part of Network Manager. It is a daemon process
which works all the time the system is running.

11.2. Synopsis

dsqed an be run with the following options: [-P.--pid-file filename] [-l--log-facility log facility)
[-L.--log-level log_level] [-u,--run-as-user username] [--background] [-v,--version] [-h,--help]

11.3. Options

Table 11.1. dsqed options

Option name

Description

-P,--pid-file filename

Write PID to a specified file.

-1,--log-facility log_facility

Choose log facility: daemon | user | localO | ... | local7 (default: local6).

-L,--log-level log level

Choose log level (on stderr and syslog) i.e. messages of selected level. and
more important levels will be logged: emerg | alert | crit | err |. warning |
notice | info | debugO | ... | debug?2 (default: notice).

-U,--run-as-user usernanie

Drop root privileges and run server as the specified user.

--background Go to background after startup.
-v,--version Display version number on stderr and exit.
-h,--help Display this help and exit.

11.4. Description

dsqed program executes slow SQL queries, that delete data from SQL table. The queries are created by
the other modules of David system. It allows modules to work all the time without breaks, that can
execute slow SQL queries. And dsqed program executes all prepared queries one by one.

If the program doesn't have any queries to execute, it optymalizes the SQL tables, that queries deleted
more then a definite number of records. It is 50000 records by default.

11.5. Related articles
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Network Management Map (xdnmm)

Service of Network Management Map (dnmmsd

Enhanced Data Collector (dedcd)
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Chapter 12.
(xdnmm)

12.1. General

Network Management Map

xdnmm application is Network Management Map (xdnmm) and it is a part of Network Manager. It's
a graphic client of dnmmsd daemon that services Netowrk Management Map, i.e. it polls devices in
managed networks using SNMP protocol and ICMP (ping). The client is the comfortable interface and it
delivers a visualization and makes commands on objects of Network Information Database that is

wholly managed by dnmmsd.

12.2. Synopsis

xdnmm can be run with the following options: [-/,--log-facility log facilitv] [-L.--log-level log level]

[-v.--version] [-h.--help]

12.3. Options

Table 12.1. xdnmm options

Option name

Description

-1,--log-facility log_facility

Choose log facility: daemon | user | localO | ... | local7 (default: local6).

-L,--log-level log level

Choose log level (on stderr and syslog) i.e. messages of selected level and
more important levels will be logged: emerg | alert | crit | err | warning |
notice | info | debugO | ... | debug? (default: warning).

-v,--version

Display version number on stderr and exit.

_h,—-help

Display this help and exit.

12.4. Description

12.4.1. Starting up and terminating the aplication

xdnmm rads its configuration parameters from .xdescrc file during its startup. The parameters
concern an appearance of the program and other working parameters. The application expects to find its
configuration file in a directory which name is kept in the environmental variable SDAVIDPRIVDIR.
When the file doesn't exist, the application will begin its work with its default settings.
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12.4.2. Main window work
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The application is a graphic client of dnmmsd server and in this connection it has have complete
functionality after its connection process with the server. The connection will be realized when the
application user identifies on the server passing his identifier and his password. After the successfully
authentication, data of Network Information Database accessed through the server, are loaded. This
process usually takes a little time. A progress of this process is visualized by the application. xdnmm has
the complete functionality after ending of this process.
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Metwork Management Map - Router 1
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A main view of the application can be split into any number of horizontal and vertical panels. Each panel
can include other object. Only one panel is always active. It is surrounded by a green frame.

At the bottom of the application view is the status bar. Two counters: incoming and outgoing messages
are placed from the left side of the status bar.

There are also the buttons described below:

Table 12.2. xdnmm - the status bar buttons

Button Description

It fulfills some functions. Pressing the button in the state like that causes connection with
the server when the application isn't connected with it yet, otherwise when you press the
button, the application will be in the active mode to read only. It changes a button picture
on the button below.

E When you press the button in this state, the application will be in the mode making

N

possible modification of the Database items after successfully authentication process
(you don't need to login as the same user). The button picture again comes back to the
initial state.
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Button Description
:-. | It allows you to connect with the server or login to the server again (the application is in
_%,'Z;: the active mode).

It shows if the application is locked.

ﬁ It shows if the application is unlocked.

Before the button that shows if the application is locked or not, three fields are placed. First and second
field describes a logged in user's identifier and his level of rights. After them, there is the application
identifier which is assigned its by the server. The last item is an indicator of a current connection status of
the application with the server.

12.4.2.1. Main window buttons

On the toolbar are placed the buttons that allow you to control the application work. The first button from
the left agree with option from File menu.

Table 12.3. xdnmm - the File menu buttons

Button Description

ﬂ It allows you to lock access to the application. Then if you press any button of the
keyboard or the mouse, or move the mouse, Authorization dialog will appear. In
the dialog you should write a username and a password to unlock access to the
application and login again to the server (you don't need to login as the same user).

In File menu also are options which aren't placed on the toolbar.

Table 12.4. xdnmm - File menu buttons which aren't placed on the toolbar

Button Description

ﬁ' - Connect It allows you to connect with dnmmsd server to login.
05 It lets you disconnect with the server (to logout).

It lets you exit the application.

Next buttons agree with Edit menu. There are the buttons to edition of different objects and after
pressing them, non-modal edition dialogs appear. In each case you can edit unlimited number of objects at
the same time by suitable selecting of them.
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Table 12.5. xdnmm - the Edit menu buttons

Button

Description

It opens the window allowing to edit styles.

It opens the window allowing to edit state groups.

It opens the window allowing to edit communities.

It opens the window allowing to edit the collection groups.

It opens the window allowing to edit menaged items groups.

B EESMY Y

It opens the dialog allowing to edit network interfaces of the current monitoring device.
In this case you can't get a list of current available network interfaces in the Database
because it doesn't exist.

It opens the dialog, that allows you to edit BGP peers of the current monitoring device.
In this case windows with current BGP peers in the Database don't exist. The device
must be a router type.

It opens the dialog, that allows you to edit managed items of the current monitoring
device. In this case a dialog with all managed items doesn't exist.

It lets you open a window to edit objects. You can choose objects to edition when you
mark them on a current presented map. In this case you can also edit many windows at
the same time.

It opens a window that allows you to edit ping objects.

It opens a window that lets you edit ping object group.

XRWW ¢« B 8

It lets you delete selected item.

In Edit menu another options are placed which don't show on the toolbar.

Table 12.6. xdnmm - Edit menu options which aren't placed on the toolbar

Option Description

Reset  to  OK|It lets you change an item state on OK state. If an item is an object and includes

state others sub-objects, their state will be changed too with the exception of a state
marked as Not managed or Delete.

Manage It lets you to set a state of chosen items on OK state and begin a management of

this items. If an item is an object of Network type, the process of its discovering
(scan procedure) will be begun. If an object is computer or router type, its all
network interfaces and some current BGP peers will be managed (i.e. their state
on this device will be monitored).
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Option

Description

Manage

but It complies with objects of Network type. Then a propagation service of item

don't discover |states will be run. Item states have an influence on these items but a scan

procedure of a network won't be run. Non- scanned networks have a blue color.

Don't manage It sets a selected object state on Not managed value.

Move up It lets you move up selected objects to a map being higher in a map hierarchy, i.e.
to an object including a current presented object.

Discover It allows you to discover a given device or poll it again if it is placed in the

(poll) node Database. In this way you can updated its configuration.

Save positions|Save positions and sizes all panles, that show ping objects.

of ping panels

There are some buttons on the toolbar that agree with View menu.

Table 12.7. xdnmm - View menu buttons

Button

Description

i
L=

|

It lets you find an object being on the top of a hierarchy, i.e. Root Map object.

It allows you to enter inside of an object selected as a home object. Currently it always is
Root Map object.

It lets you enter an object standing higher about one step in a hierarchy, i.e. a parent of a
current presented object.

It lets you look at an object inside. It's synonymous with double clicking on an object.

BE 9 B

It allows you to look at a selected item (computer or router type) using Network
Nodes Viewer (xdnnv), if you find a suitable control panel for it.

EIE!
na

It lets you do a similar operation like before but a device name or an IP device you can
pass as an argument of a command. In this connection a given device hasn't to exist in
the Database.

It opens a dialog presenting a list of logged in users on dnmmsd server.

It lets you receive a list of all current defined styles in the Database.

It lets you receive a list of all current defined state groups.

It lets you receive a list of all current defined communities.

It lets you receive a list of all current defined the collection groups in the Database.

It lets you receive a list of all current defined managed item groups.

Lo [ RS | Emd 4

It lets you edit a list of all defined layers in the Database. The layer unctionality isn't
currently used in Network Management Map.
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Button

Description

Q

It opens a dialog that presents ping objects.

&

It shows you a list of current defined ping object groups in the Database.

@

It lets you look at a waiting room in which new-discovering objects wait for adding them
to a selected item (map). In this case you should select objects from the waiting room
using the mouse and move them to a current presented object (map).

&3

It lets you configure working parameters of the application.

In View menu other options are additionally placed which don't show on the toolbar.

Table 12.8. xdnmm - the View menu buttons, that aren't placed on the toolbar

Button

Description

Show tool
bar

Show or hide the tool bar.

Show
status
bar

Show or hide the status bar.

Show
deleted
elements

Show or hide elements marking as deleted.

Show not
managed
elements

Show or hide elements, that are in Not managed state.

Split
view
horizontal

It splits horizontally an active panel into two separated panels.

Ly

Split
view
vertically

It splits verically an active panel into two separated panels.

Close

view

Close an active panel.

The last three options agree with David system menu and let you run the David system applications:

Table 12.9. xdnmm - the David system menu buttons
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Button Description

Events Service Configurator (xdesc);

Graphic Notifications Presenter (xdgnp);

Network Node Views Editor (xdnnve).

Through He1p menu you can find out the application version and its creation time.

12.4.2.2. Maps and objects exploration
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A main view of the application is inside of a presented object. In the Database at last one object always
exists. It's a localization which is named Root Map and it stands on the top of an object hierarchy. Some
objects can include other objects. In this way you can create hierarchy structure of Databse objects. You
can see the object inside in very simple way, by double clicking on itself. The application allows to add
different types of objects:

* objects of type Location can include some, other objects;

* objects of type Device are agreed with a phisical network devices;

* objects of type Network are agreed with discovered networks — added automatically;

* objects of type Link are connections between two objects of below types on the same map.

When the browsed objct is agree with real device (a type of Device), its inside shows a little information
about the device and a list of network interfaces, BGP peers and managed items.
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File Edit View David system Help
s EE A ¥ e Fb 2/ |

Property Value

Image I:l

Type Device

Name ..

Device type Computer

Vendor Unknown

Model Unknown

System uptime 39 days 12:53:58
System name

System description SunOS Generic_106541-44 sun4u
System OID 1.3.6.1.4.1.

Ox4C

(3) network layer
(4) transport layer
(7) application layer

System services (OSI layers)

Device IP 192,
Community
Group
Bgp peers No Bgp peers
CPU usage 1 item (click to explore)
Dependencies No dependencies
Disks 10 items (click to explore)
Icmp input packets 1 item (click to explore)
lcmp input packets - h 1 item (click to explore)
Icmp output packets 1 item (click to explore)
lcmp output packets - h 1 item (click to explore)
|O requests 1 item (click to explore)
Load 3 items (click to explore)
Network interfaces 3 network interfaces (click to explore)
Udp datagrams 1 item (click to explore)
Udp datagrams - h 1 item (click to explore)

Msg in: 5582 ' Last input:

';Il ;
Msg out: 4278 ) = 2008/11/28 13:56:

40



Network Management Map (xdnmm)

A type of Device includes a few subtypes: Router, Computer, Ethernet switch, UPS, etc.

Clicking on a line of the list describing network interfaces or BGP peers opens their detailed list.
L/ D —

File Edit View David system Help
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Index State |Is passive Community Alarm Adding zero to OlDs Linked to Description Load
No On As group - Load-1 1.770000
No On As group - Load-5 1.130000
No On As group Load-15 1.080000

Last input: E‘l
dy

= 2008/11/28 14:11:55 =k

Clicking on a list describing one of managed item groups opens their detailed list. A view of the managed

item is specific for a given group and it depends on its define.
FE=E
Parameter Update Minimum range Maximum rang¢ Accounting type

Yes 0.000000 0.000000 None
Yes 0.000000 0.000000None

Specific

The options described below allows you to move between hierarchical maps of objects.

Table 12.10. xdnmm - hierarchical maps of objects buttons

Button Descriptions

It lets you see an object which is a parent of a current presented one.

2%

I

It lets you see an object on the top of whole hierarchy.

=
5

It gives you the same effect as below but its work will be changed in the future and it
will point at a presented object from which xdnmm application default begins its work
after its connecting with dnmmsd server.

E)
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12.5. A configuration of the Database items

You can make a configuration of Network Information Database items using un-modal windows. Some
types of items have got additional windows presenting a list of all available items of a given type in the
Database.

Each of edit windows has from the left side two or more buttons that allow you to move between panels
within a edit window. Beside a specific panel for a given item, at last one more panel exists and it
describes access rights to an item or a whole list of items. All edit windows with an exception of two have
four following buttons:

e Apply and Close - confirms changes and closes a window;

* Apply - confirms changes without closing a window;

e Close -closes a window;

* Add as new - adds a new item on the basis of current specified item parameters.

There isn't the last Add as new button in edit windows for network interfaces and BGP peers and

managed items. Thereby you can't add this items to the Database because the system adds and backups
the items itself on the basis of a managed device configuration.

12.5.1. Styles configuration
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Style

Parameter Walue

Lser and group

L5

Rights

E ™

Additional groups

Clase

Styles are items of state groups. The states groups can accept the Database items as i.e.: network
interfaces and objects. Each style includes an unique style identifier to others styles and it can include a
name. It has two properties signified as OFF color and ON color. That colors mean states on/off and
they create an effect of fleshing colors of an item. You can do the effect setting a timer value greater then
zero and pressing Flesz option. Otherwise a continuous color will be used which is signed as ON
color.

12.5.1.1. A list of available styles
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D CFF color |[ONcolor  Flash  Timer (1/10th of sec.)

major fawlt
minor failt
not managed

passive

unk

: major fault

a5 minor fault

4

A list of styles presents styles sorted according to their names. There are properties of particular items in
the columns. Selected items of a list can be edit in the Style window. You can open |i it pressing the

button below the item list or choosing the window from the main view of the application. You can choose
more then one selected item. The right button ﬁ below the item list allows you to delete selected items

of the item list.

12.5.2. A configuration of state groups

44



Network Management Map (xdnmm)

State group

— Farameter Value

[ | IC
Name default
State group specific Mot managed not managed
Deleted deleted
Ok ok
b Minor fault minor fawlt
ajor fault major fault
Crirical crtica
minor fault was minor fault

User and group

or fault was major fault
Was critical was Critica

Unknown unkno
Ermor 2o
Passive passive
Minor level 0. 300000
Major level 0, 00000
Critical level 0. 900000
polane ineryal 3600
Check interval 30

Additional groups

State groups specify a work of the Database items such as: network interfaces, BGP peers, objects and
ping objects. Each of the items includes a field describing to which a state group a given item belongs.
Each state group includes an unique identifier with relation to other state group and it can include a name.
It also includes a list of styles that agree with particular states beginning with Not managed and
finishing on Passive. A state group also have three fields defining levels of particular state items. All
possible values belong to a rang <0;1>. An item state will be defined as OK, if a counting value of an item
is below Minor level. Otherwise, if an item value is below Major level, an item state will be
described as Minor fault. Otherwise, if an item value is below Critical level, an item state
will be described as Major fault. Otherwise an item state will be Critical. An item value that
presents physical device (computer or router) is counted on the basis of its included items such as:
network interfaces, BGP peers and managed items. In other cases states of item children influence on an
item state (i.e. Llocation). In this way states of children propagate on higher levels of a map hierarchy
through their parents. Additionally on states of items influnace item states from which the items are
depended on (Dependences). The last two fields of a state group are Update interval and
Check interval. The first one describes about what period of time (in seconds) a configuration of
monitored devices will be actualized by SNMP protocol and second one - about what period of time an
item state will be checked. In a natural way the first field is used for physical devices and second one for
network interfaces, BGP peers, managed items and ping objects.
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12.5.2.1. A list of available state groups

State Groups=———— 7 —|w/a

ID |Mame |Mot managed state | Deleted state Ok state  Minor fault state

1 default not managed deleted ol minor fault

State Groups

User and group

Ay

Rights

A list of state groups presents state groups sorted according to their names. In the columns, properties of
particular items are showed. Selected items of a list can modified in the State Groups window. You can
open the window pressing a left button Ffﬂ below an item list, besides its opening in the main view of the

application. There are more then one selected item. The right button @ below an item list allows you to

delete selected items from a list.

12.5.3. Communities configuration
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Cammunity
Farameter ‘Value

Community specific

Fig

User and group

Additional growps

Community it is an element, that includes a string and a kind of the operation, that can be done with it.
The operations are done during work on two Community elements. As a result of the operation is a
string. Kinds of operations are presented in the table below:

Table 12.11. Meaning of Operation field in Community window

Value Description

Append It sticks a string of one Communi ty onto second one and use ' : ' mark as a separator.
Replace It replaces a current string with a new one from the next Community.

Don't

This Community is ignored during a string is calculated for children (i.e.: network
inherit interfaces).

Cut It cuts out a string from a string inherited from its parent.

Name field allows you to write an item name, and then it is visible as its identifier, when you use an item.

Community items are used to control stream of information in many places of the system. They allow

you to make a decision, who can be informed about any event or allow you to decide, that make any
action or not, etc.

Community items can be set for such objects as: network interfaces, BGP peers, managed items, objects,
ping objects.
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A result string equivalent to a given object or ping object is equal a string of Community field, and
Community item which is set for it. Calculating of a result string for network interfaces, BGP peers and
managed items consists of two steps. First a string for a device, i.e. object which has a given item, is
calculated, and then its own Communi ty item is taken into consider. During the operations on these two
Communities items, a sequence of items and values of their Operation fields figures much.

You have not to attribute Community items to any object. So, the result string can be empty for a given
object.

12.5.3.1. An example of using of Community items

The example shows a work result of two Communities for a network interface (i.e. so-1/0/1) for a
given device (i.e. Juniper-gw). The device juniper—-gw has Community with a string a:b: c. The
network interface so-1/0/1 has Community with a string c:d. The work results of these two
Communities are presented in the table below:

Table 12.12. The work results of twvo Communities depending on Operation field

juniper-gw: a:b:c|juniper-gw: a:b:c|juniper-gw: a:b:c|juniper-gw: a:b:c
+ append + replace + don't inherit + cut

so-1/0/1: c¢:d  +|a:b:c:d a:b:c:d c:d a:b:c:d

append

so-1/0/1: c¢:d +|cd cd cd cd

replace

so-1/0/1: ¢:d + don't|c:d c:d c:d c:d

inherit

so-1/0/1: c:d +cut |d d cd d

12.5.3.2. A list of available communities
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Communities

e 9 ID MName Community  Operation

2Ala ala Append

. - 1 Operators oper Append
Communities

3y

User and group

L5

Rights

The list presents communities sorted into their names. Features characterizing particular items are

shown in the columns. Selected items of the list can be edited in Community dialog. There are two
buttons below the list:

Table 12.13. Communities dialog - description of the buttons

Button Decription

@‘ It opens Community dialog which also can be run from the main view of the
application.

- It deletes selected items of the list. It can be more then one item.

12.5.4. Collection groups configuration
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A collection group is a group of SNMP variables collecting same work parameters of a device. The

variables have properties allowing to collect them and defining a method of their visualization. Each
variable defines one work parameter of a device.

Collection on the base of their parameters are automatically allocated to devices and network interfaces.
When we added to the system managed item groups, meaning of collection groups was declined. Now,
thay are defining only collecting of traffic of network interfaces, so their another functions wear thin.

Managed item groups characterize more general and flexible aprroach. For that's sake, we suggest, that
defined groups won't be modified.

Collection group specific tab presents the particular features of collection groups. Name field

is a text describing a given group and its identifier which is used in other parts of David system. Type
describes a collection type. The following table characterizes them shortly:

Table 12.14. Types of the collection groups

Type Description

Net The collection is destined for network interfaces not-supporting 64-bit counters.
interface

Net The collection is destined for network interfaces supporting 64-bit counters.
interface
(High
Capacity
Counters)

Object The collection is destined for an object.
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Type Description

External |The collection allows to vizualization external data. No real data are collected for the
colleection, but if you define the collection, you can browse the data through the web
application Collection Browser. The data are saved in the Database by a script run by
UNIX CRON service.

Aggregated|The special collection is destined for pooling of collections which are collected for
network interfaces. Only network interfaces, assigned to a given collection, provide data
to it.

SQL DB Table (external) field is important for an External type collection. It includes SQL
table name from which Collection Browser will be read data during a graph drawing. Background
color field helps you to specify a background color for graphs of collected data. Polling
interval field shows an interval, in seconds, of which another sample is collected. Vendor OID and
SNMP version fields let you specify criterions, and on the base of them, the collection will be assigned
to an item of the given device. Vendor OID field includes OID which is compared to OID variable,
finding on a given device. The field is treated as the beginning of that OID. The vendor is ommited as a
selection parameter if that field is empty. SNMP version field shows a minimum version of SNMP
protocol, that a device has to provide. If these two fields satisfy the conditions, a collection is assigned to
a device or its network interface.

Collsci greup T e m&
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] el el
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Variables tab presents a list of SNMP variables defined for a given group. The view is split into two
parts: the top one presents a list of variables, and the bottom one allows to edit particular items of the list.
There are four buttons below, that allows to add a new item to the list, delete an existetd one and change
an order of the item list.

Selecting a list item causes showing its fields into the edit fields, so any change you make there modifies
the selected list item. Name field shows a variable name. It is visible during drawing of a graph and it
explains meaning of a variable. Column name field - it is a column name in SQL table created
automatically in the Database, where variable values are saved. OID field specifies OID, that a varible is
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in evidence in SNMP protocol. In a case of collections for network interfaces, a number ifIndex of a
given network interface is added to that field value at the end. Color field defines a variable color, that it
is drawn on a graph during data visualization. Style field tell us, how the variable values will be treated
and if it will be drown. The following table presents values of Style field and their meaning:

Table 12.15. Values of Style field for variables of colletion group

Value Description

Do not |A variable is not draw on a graph.

draw

Draw The variable values can be changed in any line, i.e. they can be increasing or decreasing.
value

Draw The variable values can only increase until it reaches a maximum value and starts
increase |increasing again from zero. It is a characteristic feature of counters.

of value

Extended style field shows, in which way a variable will be drawn. It can have three values, but
Bar value is not taken account. Line value lets the variable draw as a line, while Filled value lets a
graph fill at the bottom. Enhanced style field can have four values: Min, Max, Min & Max and
Avg. The field has historical meaning, because Avg value is always used. Factor field is a number on
which variable values are multiplied by during its drawing and further processing. Its value also tell us
how many times you sholud multiply a variable value, that its quantity was expressed in units specified in
Unit field. It can have the following values:

* bits/sec;

e Kkbits/sec;

¢ Mbits/sec;

e Gbits/sec;

* Bytes/sec;

* kBytes/sec;

*  MBytes/sec;

*  GBytes/sec;

* Pkts/sec;

e kPkts/sec;

e MPkts/sec;
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e GPkts/sec;

¢ Other.

Octet length field, if it is greater then 0, shows how many bytes (octets) a given variable has (i.e. if
it is a value of 32 or 64 bits). The field Accounting type shows if the variable is accounted or not
and, if it is, how its values should be treated. The field can get following values:

Table 12.16. Values of the field Accounting type for variables of colletion group

Value Description

None The variable is not accounted.

Input Values of the variable are accounted as input octets (bytes).
octets

Output Values of the variable are accounted as output octets (bytes).
octets

Input Values of the variable are accounted as input packets.
packets

Output Values of the variable are accounted as output packets.
packets

12.5.4.1. A list of available collection groups

Collect qrens

Fath ta datp jestemal]l  Backgraund  Poling interval  Wherador CHE

The list presents the collection groups, that are sorted into their names. Features characterized particular

items are shown in the columns. Selected items of the list can be edited in Collect group dialog. There are
two buttons at the bottom of the list.

Table 12.17. A description of the Collect groups buttons
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Button Description

@‘ It opens Collect group dialog, that you can also run from a main view of the
application.

- It let you delete selected items of the list. It can be more then one selected item.

12.5.5. Managed item groups configuration

Managed item groups are definitions, that interpret particular items of tables which are in devices MIB
and acessible through SNMP protocol. The definition allows to describe a few ways of data interpretation.
A part of data from a given table can be collected, and another part of data can be monitored, while
another one can be only gathered during a standard procedure of data update of a given device. The
device is searched at an angle data specified in a definition of the group, during the update procedure. The
finding data, that match the group definition, become the managed items. They can represent any work
aspects of a device: serviced protocols (BGP, ISIS, OSPF, MPLS, VPN etc.), phisical device elements
(ports, interfaces, power supplies, fans, proccesors etc.) and other entities acessible by SNMP protocol
(i.e.: filters of packets).

Managed item group ’ EREXY
Parameter Value

D 123

Managed item group specific Name CPU

Description Cisco CPU load

5-3 Activated No
L)

Background color| |

Entries Polling interval 288

P Array OID 1.3.6.1.4.1.9.2.1

N 1

L4 Vendor number 9

Indexes Scan MIB as table No

Add zero to OIDs during SNMP-GET No

N Valid for logical devices No

IP address regular expression
Excluded |P address regular expression

. alid for subinterfaces if linked to netinterfaces Mo

i Alarm allowed for its managed items No

T Accounting for its managed items Mo

1D string 2007/09/12 11:45

Managed item group specific tab shows particular features of the managed item groups. Name
field includes a short name of the group. It is visible during browsing of a collection or a content of a
given device, so it should show clearly which aspect of device working it concerns. Description field
allows to describe a content of the table which is scaned using the group. Activated field shows, if the
group is taken into consideration during the data update. Background color field describes a
background color of drawn graphs for data, collected on the strength of the group. Polling
interval field shows an interval, in seconds, of which another collected data of the group are
collected. Array OID field includes an OID of the MIB table which is scaned to search managed items.
Vendor number field descrbes an identifier of device vendor, that will be scaned for the group. If a
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value of Vendor number field has 0, the group is looked for on devices of all vendors. Scan MIB
as table field shows, if a group definition relates to a table in MIB database or to its scalar values. In
other words, sanning of MIB database is done according to searching of rows of a given table or ordinary
salar values. Add zero to OIDs during SNMP-GET field allows to go around errors of SNMP
implementation on same devices. The error shows rather seldom (some SNMP agents on measures SNMP
to UPS of APC company), the problem is, that a request SNMP-GETNEXT for some MIB elements gives
back the next element, which answers in error on a direct request SNMP-GET. If you want to get a correct
answer, you should add '0' to its identifier. So, Add zero to OIDs during SNMP-GET field
almost has always No value. Valid for logical devices field describes, if logical devices
(logical routers of Juniper company) will be searched at an angle the group or not. Becaouse some MIB
table are the same both phisical devices and logical devices configured on them, duplicating data is no
use. IP address regular expression field allows to limit searching of the group for devices,
that are polled through a given set of IP adresses. The empty field shows, that IP address doesn't decide
about searching of the group on a device. Excluded IP address regular expression field
lets you limit searching of groups for device, that are polled through excluding a given set of IP addresses.
The empty field shows, that IP addres doesn't influance on decision to search group on a device. Valid
for subinterfaces if linked to netinterfaces field shows, that managed items,
finding on a scaned device and connected with its network interfaces, will be ignored, if a connected
interface is a subinterface. There are some situations when the same data are replaied for all elements
corresponding with subinterfaces of the same network interface. In this case monitoring of an element is
sufficient, that is connected with a main network interface. Alarm allowed for its managed
items field allows to describe, if for managed items, discovered by the group, will be run scripts alerting
about CRITICAL state. Accounting for its managed items field shows, if given variables
are accounted or not. If they are, the variables, that a value of Accounting field is different from None,
are accounted. ID string field includes a string identyfing a given managed item group. For
convenience, the field includes a date of creation of a given group. The field is only important during
actualization of Network Manager product, because new, identyfied groups are added on the base of this
field.
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ed item group

Name Index

5 sec, load
1 min. load
5 min. load

Managed item group specific
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Index
Type
Oy Enum properties
Bit mask properties
Static
_ Description
h Editable
Collected
Managed
|_:: Saved
= Save trigger
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Inside responses
Unit
Column name
Style
Factor to unit
Factor
Colo
Octet length
Maximum value
Minimum range
Maximum range
Accounting type
Exclusion string

Indexes

User and group

iy

Additional groups

Add as new variable

2ol s/ a]
Type Enum properties Bit mask properties

56.0Integer
57.0Integer
58.0Integer

5 min. load
58.0
Intege

Mo
Mo
Mo
Yes
Mo
Mo
Mo
Mo
Mo
Othe
min
Line
1.00000000000000(0
1.000000000000000

0
0.000000000000000
0.000000000000000
0.000000000000000

None

Entries tab presents a list of searched items of a given group during scanning of a device. If MIB table
is scanned, each entry is agreed with a single column of the table. If scalar values are scanned, the
connections between entries can be default, free. The panel is split into two parts: the top one shows a list
of entries, and the bottom one lets to edit elements of the list. There are four buttons below the list, that
allow to add a new element to the list, delete an existed item and change a sequence of the list.

Selecting of the list item concerns, that its fields appear on edited fields and any change changes the list
item. Name field includes an item name (a column). Tndex field specifies a column index of MIB table,
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that the entry concerns. Indexes of all entries in a given group have to be different from themselves. An
index lower then zero shows, that the item isn't taken from MIB table but is defined by a user. Type field
describes type of values and shows in which way a value of MIB object can be interpreted. The below
table presents values of Type field and their meaning:

Table 12.18. Values of Type field for entries of managed item group

Value Description

String The fild is a string.

Integer The field is a signed integer.

Enumeratiorilhe field includes a set of the enumeration values.

Administrarlhersame meaning as Enumeration field, but additionally with a tip about meaning of

state the field.

OperationalThe same meaning as Enumeration field, but additionally with a tip about meaning of

state the field.

Unsigned |The field is an unsigned integer.

integer

Value The field includes a real number.

Counter The field includes a counter.

Speed The field includes a number in bits/sec.

Bool The field includes a bool number.

Date and|The field includes date and time.

time

Bit list |The field is interpreted as a list of bits (i.e. hexadecimal string), where positions of bits '1"
are printed out..

Other The field includes other type of data and it is treated as a string.

Enum properties field includes a list of enumerated values, that an object of the MIB table can have.

A set of the

enumerated values isn't ignored only then Type field is set an Enumeration,

Administration state or Operational state value. If you want to edit the list, you should
click Enum properties field. The appeared dialog lets you edit particular items of the list of
enumerated values.
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Enumeration properties

Value Description OK |Color

1 Mormal ]

2 Waming Bad -
3 Critica Bad
4 Shutdown Bad
5 MolPresent Bad

6 MotFunctioning Bad -

Diascrption

Cancel

Enumeration properties window lets you edit a list of enumerated values. Each value must be
unique. Each entry corresponding to an enumerated value has Description field, that is a texted
description of the value and it shows, that it is a positive or negative value. Color field specifies a color,
that a value is drawn.

The field Bit mask properties of Entries tab includes a list of the bit masks, that can include
values of MIB table object. Values of the filed are taken into consideration, when they exist, regardless of
a velue of Type field. When you want to edit the list, you should click on Bit mask properties
field. The open dialog lets you edit particular elements of the bit mask list.
Bit mask properties
Dscription 15 always visible
Mo

L 1=]
4 L5]

1]
MG

D cpiplionn soneiPals Mt akwsays visibee = Addibdodify

Bit mask properties dialog lets edit a list of the bit masks. Each entry corresponding with bit
mask in the form of hexadecimal includes Description field which is text description of a bit mask.
The fild Is always visible describes, if a value of a given mask is shown always or only then,
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when it shows.

Static field of Entries tab lets describe, if values of the MIB object are dynamic, i.e. thay are taken
from MIB by SNMP protocol, or if thay are edited by a user. Description field describes, if values of
the MIB object are treated as a description of the managed item. Editable field shows, if a value can
be edited by a user, while Collected field shows, if values of the MIB object are collected by deded.
Managed field shows, if the MIB object is monitored, in other words, SNMP requests concerning its

value periodically are send by dnmmsd. Saved field describes if monitored requests would be saved,
when values are changed. In other way values are only updated, their changes are ignored and aren't
logged to logs. Save trigger field shows if the MIB object change involves writting down whole
managed item to log. In comparisons field shows, if a given MIB object is taken into consideration
during comparison of two managed items. If one field has TRUE value, only the values of the MIB objects
mean during comparison of two managed items. In other coincidence, item indexes are compared with.

Manged item comparison is taken during the update procedure of a device. Then, the managed items are

updated, new one are added and the not-existed one are deleted. Inside responses field shows, if
values of the MIB object are included in responses to requests of dnmmec. Unit field specifies units, in
which the MIB object values are expressed. It is important i.e.: during drawing of graphs. The field can
have the following values:

Table 12.19. The Unit field values for entries of the managed item group

Value Description

bits/sec It shows a number of bits in second.

Pkts/sec |It shows a number of packets in second.

sec. It shows time.

Other It shows other units.

Column name field is important if the column values are collected. It specifies a column name in SQL
table, when data are gathered. Style field shows, how the MIB object values will be drawn. The below
table shows possible values:

Table 12.20. Style field values for entries of the managed item group

Value Description

None No values are drawn.
Line A linear graph.
Filled A filled graph.

Bar Bars.

Factor to unit field shows a number which multiplied by a value of the column gives an amount
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expressed in units that Unit field shows. Factor field shows a next mulitiplier. It is used during
sending the data to Operation Manager product. Color field specifies a color which the column values
are drawn. Octet length field, if it is greater then 0, shows how many bytes (octets) a given variable
has (i.e. when it is a value of 32 or 64 bits). Maximum value field lets you set a maximum value of a
given variable. Minimum range and Maximum range fields let you set a range of acceptable values
for this variable. Values outside the range generate alarm situations. The field Accounting type
shows if the column is accounted or not and, if it is, how its values should be treated. The field can have
the following values:

Table 12.21. Values of the field Accounting type for entries of managed item group

Value Description

None The column is not accounted.

Input Values of the column are accounted as input octets (bytes).
octets

Output Values of the column are accounted as output octets (bytes).
octets

Input Values of the column are accounted as input packets.
packets

Output Values of the column are accounted as output packets.
packets

Exclusion string field - if it is not empty, it shows what kind of variable string excluded whole
managed item from monitoring.
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Add as new variable

Indexes tab shows elements of indexes which managed items have and thay are a result a definition of
the group. The tab is empty in mainly cases. You can use the tab, when you want to search MIB table and
choose its a few rows. Indexes tab defines an item selection on the base of index values. It includes a
list of a part of the index until the part being a filter. Each of the parts has a few properties, that define it.

The panel is split into two parts: the top one presents a list of indexes, and the bottom one allows to edit
particular items of the list. There are four buttons below, that allows to add a new item to the list, delete
an existetd one and change an order of the item list.
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Selecting of a list item causes appearing its fields into the edit fields, so change of the list item is made by
any change.

Name field lets you remember meaning of the item. Fixed length field show if the index part has
fixed length, or not. If it has fixed length, Length field allows to pass the size. If Index field is
specified, values of other fields are ignored, because both lenght and value can be set using Index field.
A value of Index field is a filter of managed items. Only the manged items will be acepted, that an
adequate index part is equal in Index field value. If the field is empty and in Fixed length field is
selected No, a length of the index part is read from a next number included in index of the managed item.

Parameter

Valid

Managed item group specific Source type Value
Source index -1

@ Source start index -1

Source index length 0

Entries Destination ty Value

e Destination managed item grou <null>

L+ Destination i 1

TR Destination start i -1
Destination index lengt 0

Oy

Link tab allows to specify requirements on which a result managed item connects with other managed
item or network interface. Valid field shows if a link is important or not. If not, another fields of the tab
are ignored and no connection is created. Other fields are split into two groups. The first one concerns a
source, i.e. proccesing, managed item, and the second one concerns an aim of connection. Source
type field shows if an index of proccesing managed item is selected to search a connection or its value.
If Vvalue value is selected, Source index field includes a column index of MIB table, where the
value is included. If a value of Source index field is Index, an index part of proccesing managed
item is selected to search a connection. Then Source start index field includes an index of OID
element, that is an item index while Source index length includes a length of a index part of the
item, that will be used to comparison.

Analogical meaning have fields concerning a searched aim of the link. Destination type field can
have one of three values:

Table 12.22. Values of Destination type field for Link tab of managed item group

Value Description

IfIndeks |A network interface is a searched item about adequate value of i fIndex field.

Indeks A managed item is a searched item about adequate column value with Destination
index index of MIB table.

Value A managed item is a searched item about adequate part of index, that begins on
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Value

Description

Destination start index position and has a length Destination index
length.

Destination managed item group field show a destination group of the connection, if a value
of Destination type fieldis Index or Value.

12.5.5.1. A list of accesible managed item groups

The list presents managed item groups sorted according to their names. Features characterized particular

items are shown in columns. Selected items of the list can be edited in Managed item group dialog. There
are two buttons below the list.

Table 12.23. The buttons of Managed item groups dialog

Button

Description

=

It opens Managed item group dialog, that also can be opend in the main view of
the application.

Pt

It allows to delete selected items of the list. It can be selected more then one item.

12.5.6. Layers configuration

The functionality is currently inaccessible.

12.5.6.1. A list of available layers
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Layers

ID Type Regular expression

Rights

A list of accessible layers presents layers sorted according to their unique identifiers. In the columns
properties of particular items are showed. There are a layer type and regular expression described a layer.
Because the layer functionality isn't used currently, we finish its description.

12.5.7. Network interfaces configuration

Network interfaces always belong to physical devices discovered by dnmmsd server. They represent both
physical and logical network interfaces that are presented at monitored devices. They have many features
and properties resulting from both their equivalents on physical devices and David system functionality.
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Network interface

Parameter Value
80
36
Description -Physical
Alias Centrala
Type isdns
Admin status Up
Oper status Down
Update alias Yes
Collect No
Update coll. avail. Yes
M Update speed Yes
" Draw utilization Yes
Collect group <null>
Speed (Bits/sec) 144000
High speed (MBits/sec) 0
Main interface myself

Specific

Agg. collections

Specyfic tab includes fileds, that are characteristic for a network interface. The fields ifIndex,
Description and Alias are accessible by SNMP protocol and they characterize an interface
(1fIndex is an interface index in MIB of a device). Alias field can be set by a system user
permanently. The field shouldn't be written at the next reading of device configuration, and in this case
you should set Update alias option as No. Type field describes an interface type and Admin
status and Oper status - a current operation and administration state (i.e.UP, DOWN, UNKNOWN).
Collect field shows, if the interface is collected. A collection name is showed by Collect group.
If Update coll. avail. field is set Yes, the collection is made automatically during updating of a
device configuration. Speed and High speed fields show information about an interface speed. The
value are updated automatically, when Update speed field has Yes value. Main interface field,
for subinterface, shows physical interface, on which it is defined. For physical interface it shows itself,
and then in the field description myself appears.

Network interface 2ol s [ &]
Device IP Forbidden IP Address Network mask

191 6 55.25

IP panel includes a list of IP addresses with masks of networks ascribed to the network interface.
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Device IP column shows, if a given address is treated as a device address or not. If yes, the device is
polled by selected IP address. The device can have such address only one. Forbidden IP column
shows addresses, that are never used during polling of the device. Device IP column shows, if a given
address is treated as a device address. Then, the device is polled by a selected IP address. A davice may
have at the most one the address. Forbidden IP column shows addresses, that are never used during

polling of the device. If you want to change one of properties of a given address, you should click an
address entry in a suitable column.
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Metwark interface

User and group

Rights
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Rights to State

Rights to Alarm
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Agg. collections tab shows a list of aggregate collections, to which an interface belongs to. The
panel shows a list and its buttons, that allow to edit it. If you add a network interface to an aggregate
collection, data collcectd for the interface increase suitable date of the collcection. So, it is a sum of them.

You can't see a list of all network interfaces available in Network Information Database. However you
can see all interfaces of a given device, when you run a preview. To do this you should double click on a
device symbol on the Network Management Map or select a device and choose suitable items of a menu
or suitable button on the toolbar.

12.5.8. BGP peers configuration
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Additional groups

Apply and Close Apply Close

BGP peers always belong to physical routers discovered by dnmmsd server. They have many features and
properties resulting from both their equivalents on physical devices and David system functionality. The
field Local IP address shows a local IP address of defined BGP peer, and Remote IP
address field - its remote address. Description field is set by a system user. Remote AS field
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shows an AS number of a given peer while Admin status and Oper status a current operation
and administration state (i.e. ACTIVE, ESTABLISHED, UP). Local network interface field
shows a local network interface, that has IP address consistent with Local IP address field.

You can't see a list of all BGP peers available in Network Information Database. However you can see
all BGP peers of a given router, when you run a preview. To do this, you should double click on device
symbol on the Network Management Map or select a router and choose suitable items of a menu or
suitable button on the toolbar.

12.5.9. Managed item configuration
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Managed item
Parameter Valug
P Adding zero to OIDs
Link ty
Specific Link |
Link (transl

Entries

Rights to State

Rights ta Alarm

Ean

Additional groups

Clase
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Managed items are results of scanning process of a physical device that concerns a given managed item
group. Their properties and fields depend on a definition of origin group. Specific tab includes a few
fields, common for all types of managed items. Adding zero to OIDs field shows if for the
managed item is added '0' to its index during SNMP-GET operation (On), or not Of f. A value which is
used the most often is As group, i.e. a procedure consistent with the group definition. Link type
field shows a link type if a given item is connected with other item, and Link ID field shows an
identifier of a connected item. Link (translated) field is a resulted description of the item to which
is connected a seclected managed item.

Managed Hem

P L e il Update  Minimum range  bMaxim e range Accounting Typs

Righis 1o Stane

Fights ta Alamm

i

Audddinonal groups

Entries tab shows a list of entries, that belong to the managed item. Definition of origin managed item
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shows which one can be edited or not. The fields usually can be edited. Columns Minimum range and
Maximum range, if they are different from each other, they overwrite ranges defined by the origin
group. It lets you set a range of acceptable values for each item separately. Accounting type column
lets you set type of accounting for each item. If it is None, this value is taken from a definition of a

appropriate entry of the origin group.

12.5.10. Objects configuration
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Parameater

4

Specific

Device type (device only) Ethernet switch
X coord

Y coord -34

Width

Height |

Collected Nal

Update coll. avail. Yes
Collect group <pull=

Last update 2008/03/07 13:04:35

Physical device <null>

Rights to State

Rights ta Alarm

Ean

Additional groups

Close
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Objects can be both physical devices discovered by the system and symbols crated by a user for the
system needs. The following types of objects are permitted: Network, Link, Device, Location. A
user can create objects of Link or Location type. If you want to create an object of Location type,
you should specify suitable fields to edition. If you want to define an object of Link type, you should
select additionally two objects that are its ends. A new object always is added to a current presented map.

In Specific panel the field Type describes an object type. Update name shows if its name is
updated duritng its update of the configruration, and No of children shows us how many children
objects are included in the object. Discovered (network only) field concerns only objects of
Network type and shows if a network is scaned to find new objects or not. Background field specifies
a path to a local graphic file, that is a background of the object inside. The field Device type
describes a device type, if the object has Device type. The field can have the following values:

¢ QGeneric device;

e Computer;

* Router;

e ATM switch;

¢ Ethernet switch;

*  Ups;

e Print server;

*  Wireless device;

*  Modem.

In the moment of discovering of a davice by the system, it tries to find a correct value of the field, that
next can be changed by a user.

The fields X coordand Y coord show an object location on a mother map. Collected field shows
if collected data for the object are compatible with Collect group. Update coll. avail. field
shows if during update of the configuration of a device, the best collection group will be searched for it
every time. Last update field means for objects which reflect physical devices and the field show
when the last update of a device had taken place using SNMP protocol. Physical device field
shows an object which is a phisical device for a given object. Selecting in this field other object by a user
is understood, that the edited object is set as a virtual object. The function is used when virtual routhers of
Juniper company are monitored. In the case of Link object type you can use additionally two fields
(Link fromand Link to) describing objects that it connects.
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Dependences panel presents a list of items that their states influence on an object state. Besides the list,
states of object children, network interfaces and managed items (if an object is a physical device) and
BGP peers (if additionally the object is a router) influence on the object state. Two buttons are placed
below the list. The first one helps you edit the list and second one lets you delete selected items. A list
edition opens a dialog with the list of all current available items from Network Information
Database that you can use in this place, and the dialog will be described below.

= # Objects
g B - N Eﬁuﬂr i" .

A list of items can be a multiple-choice or a single-choice. It is depended on a given context in which it
was opened. An exploration of branches is depended on the same fact. If you want to apply that changes,
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you should press the button Apply, otherwise you should press button Escape or click the mouse
behind an area of the dialog.

12.5.11. A configuration of ping object groups
—— ]

Parameter Value

Default
Specific E: 300
0
0
da 100
100

User and group

L&,

Fay

Additional groups

Ping object groups group objects in logical sets. Each group is displayed as a separate panel of objects. It
defines any common properties for gathered objects. Specific tab has many fiels which meaning is
described below:

¢ Name - a group name;

* Alarm interval (seconds) - it defines about what period of time alarms will be run for
objects belongs to that group;

* Number of packet - anumber of packets;
* Packet sieze -asize of packets;

* Interval between packets (ms) - itdefines about what period of time single pakets in each
burst (series);

* Timeout (ms) -timeout for a single packet;
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* Interval between series (sec) -interval between next series of packets;
* Log results - it shows if response times will be logged or not;

* Can send Traps - it shows if SNMP Traps can be sent or not;

* Bad status upper limit (%) -upper limit of BAD status in percents;

* Down status upper limit (%) -upper limit of DOWN status in percents;

e Ok limit for min (ms) - alimit of acceptable minimum response times;

* Ok limit for avg (ms) - a limit of acceptable avarage response times;

* Ok limit for max (ms) - alimit of acceptable maximum response times;

e X coord i1 Y coord-XandY coordinates of ping object panel;

e Width i Height - width and height of ping object panel.

12.5.11.1. A list of available ping object groups

ID Name Alam interval (sec.) X Y Width Height
1 Default 300 0 0O 100 100

Fing groups

By

User and group

A list of ping object groups presents ping object groups sorted according to their names. Properties of
items are shown in the columns. Selected items of a list can be edited in Ping groups window. Two
buttons are placed below the list of items.
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Table 12.24. A description of the Ping groups window buttons

Button Description

|i It opens Ping group window, that you can also open in the main view of the
application.

ﬁ It allows you to delete selected items of the list. It can be more then one item.

12.5.12. Item alarms configuration
Network interface
Parameter Value
Alarm off
Alarm off until OK
Alarm always off
Turn the alarm on (days)
urn the alarm on (hours)
Turn the alarm on at
Alarm counter 0
Last alarm Never
Last down state Never

Run test alarm | T R

Agg. collections

A

A part of edited windows of different items has Alarm tab. There is data concerning alarms, i.e.
programs, that are periodically run for items which state has CRITICAL value. The alarm programs are
run by dnmmsd server. Frequency of running alarms is a property of a ping object group when the alarm
is called for a ping object. For other items (network interfaces, BGP peers and managed items) the value
is fixed and it is 5 minutes.

To turn off alarm for an object to a given moment, Yes value should be set for Alarm off field, and
then in Turn the alarm on (days) field should be choosen a day and in Turn the alarm
on (hours) field - an hour when the alarm is active again. Turn the alarm on at field shows
additionally a day and an hour, when the alarm is activated. When Alarm off until OK field has
Yes value, alarm will be active 15 minutes after last change of an object state from CRITICAL state.
When Alarm always off field has Yes value, the alarm will be never run for the object. Alarm
counter field shows a counter of run alarms for the item. Last alarm field shows last time of alarm
for the item. Last down state filed shows last time of CRITICAL state for the item. Run test
alarm field allows to run a test alarm for the item.
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12.5.13. Item states configuration

Managed item

Parameter Value

Id 1662

Specific Name
State group default
7S State OK
Is passive No
Entries Community <null>
Last check 2008/02/15 14:30:17
Last status change 2008/02/15 14:30:17
Owner Switch 1

A part of edited windows of different items has State tab. It includes information about a state of the
item and allows to specify some propeties, that are common for alomost all items. Name field includes an
item name. For some types of items (i.e. BGP peers) the field is empty, because its value is unimportant.
State group field shows a group of states to which a given item belongs to. State field includes an
item state, and Community field can include a name of Community object assigned to the item. Is
passive show if state of the item may be actively changed and affect state of its owner. Last check
field shows when for the last time a given item state was chacked. Last status change field shows
when for the last time change of a given item was observed. Owner field includes owner's data (a parent
object) of an item.

12.5.14. A configuration of a user and an item group
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Ping qroups

Parameter Value

Ping groups

B

User and group

L5

Rights

Cancel

Edited windows of all items of Network Information Database include User and group tab.
Creator (UID) field shows a creator of a given item, and Modifier (UID) field - the last person
who modified an item. system value shows, that a creator or a modifier is dnmmsd server. Creation
time field shows a creation time of an item, and Modification time field - its modification time.
User field specifies an owner of the item, and Group field - a group to which the item belongs to.

12.5.15. A configuration of additional groups of item
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BGP peer

Group Read Write |Execute
L 5¥s (2] '-’” ]

Specific

Lser and group

L&

s

Rights to State

[

-

Rights ta Alarm

iy

Additional groups | sys (2) + Read Yes~ Write Yes » Execute No +  aAddModify

Apply and Close Apply Close

Additional groups tab exists in edited windows of all items. It allows to add an item to additional
groups of users and describes access rights for each group separately.

12.5.16. A configuration of access rights to the Database objects
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Ping groups
Parameter Value

User can read (U-R)

User can write (U-W)

Ping groups User can execute (U-X)
Group can read (G-R)

Group can write (G-W)

3y Group can execute (G-X)
Others can read (O-R)
Others can write (O-W)
rs can execute (0-X)

I:,,r Minimum user's level

User and group

Rights

Cancel

Rights tab exists in edited windows of all items. It allows to specify access rights to an item for an
owner, a group or other users. Each of groups can have a right to WRITE, READ and EXECUTE of a
given item. Minimum user's level field specifies a minimal level of a user that can modify an
item. The word ‘minimum’ can be mistaken because a level 0 of a user is the highest level of rights, and
next levels (it means n+1) define lower levels of rights.

12.6. Description of ping object panels
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Each panel of ping objects agrees with groups to which the objects belong to. A name of the group is the
window name. You can select many objects using the mouse and edit their properties. Double clicking on
an object opens the edit window. If you click on the panel outside of any objects with the mouse, you will
unselect all selected objects. You can move objects between panels (groups) in the easy way selecting
objects and dragging them to a given panel (drag and drop).

Ping objests represent IP addresses, to which ICMP ECHO packets are sent. The objects can be a result of
discovering monitored devices by the system (one IP address will be choosen from among IP addresses of
discovered device), or it can be created by the user directly.

If you click doble on ping object, the dialog window is shown. Specyfic panel presents basic

properities of the object.
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Parameter
ID 6

MNet irterface_ <null>
Group Default
Audio name

Hostname or IP address 68.
Status OK
Received / Sent 5/5
RTT in ms (min/ avg / max) 5.784/7.108 / 8.902

* Net interface - it shows in which interface of a given device, the object is connected. The field
the most often shows end results of device discovering by the system.

* Group - it shows, to which group the object belongs to. Object belonging to the same group are
presented insdie of the same panel. The groups may defines conservation of the objects which belong
to them.

e Audio name - it allows to give a string, that is read by a speech synthesizer when an alarm for the
object is run.

* Hostname or IP address - it shows IP address, to which ICMP packets are addressed.

* Status -itis only to read and it includes information about object status (a percent of responses/sent
packets).

* Received/Send - number of received/sent packets.
e RTT in ms (min/avg/max) - round trip-time expressed in  miliseconds

(minimum/average/maximum).

Each ping object is represented by some graphic information about it.
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There is a rectangular area in the bottom in which on the top an object name is placed and below it, in
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bracket, its IP address. A color of the rectangular area will change on purpure, when the objcet status is
BAD. When the status is DOWN, the color will change on red and start flashing. When the object has Not
managed state, the color will be gray.

The post from the left side shows a percent number of received responses. Lacking percent of responses
that remains to 100%, is marked as a flashing part of the post. From the right side of the post is shown a
percent of responses numerically in green color.

The rest part of the post is filled by a graph with three numbers describing it. On the bottom from the left
side of the graph, the last middle responding time of a ping object is placed, and it is counted in
milliseconds. The rest two values written in a white font describes a maximum (at the top) and a
minimum (at the bottom) of the graph. Near the post crossing out symbol of a loudspeaker can appear. It
shows that an alarm is turned off for a given object. A coloring of the symbol points at a kind of an alarm
that was turned off.

There are three letters on the graph from the right side: m, A and M, that mean (m)Minimum, (A)varage
and (M)aximum. They show if limits of response times are exceeded (red color) or not (green color). The
limits are common for the group of ping object.

12.7. A window presenting a list of logged in users on
dnmmsd server

v CIE
G B

Usemame | Cecos D |LEVEL |Login dme Last actiwity Corver IR | Chem type

ELC daemon J 5 SO0 el OOV RO 1 Graphic cleemi user)
® krrysiok  Wreyserol . 2 2 2000523 1259 OOTNETE 12:50 .., MI6 Graphic ¢l (user)

The application allows you to preview users logged in dnmmsd server. The window has a few buttons
allowing to some operations.

Table 12.25. Description of Logged in users window buttons

Button Description

ﬁ It lets you refresh a list of logged in users.

E"} It turns on/off automatic refreshing of the list every 10 seconds.
ﬁ It lets you logout a selected user.

The particular columns of a user list describe:
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e Username - a user's name;

* Gecos - a count description;

e UID - auser's identifier;

* ULEVEL - aright level of a user;

* Login time - login time of a given user (it can't be equal a connecting time with the server if an
authentication took place more then one time);

* Last activity - time of the last user activity (for a given application instance) on dnmmsd
server. It's understood as sending of any message to the server;

* Server ID - an identifier of a given application instance on dnmmsd server (the same user can be
logged in using more then one the application instance).

12.8. A configuration of xdnmm application

The button % opens the configuration window which consists of two configuration panels.

12.8.1. A configuration of dnmmsd server parameters

Network Monitering Map's confiquration =—— - &

Connect to the local server via a specifiad socket T|Ie|:|

Socket file Mp/dnmm.ge.socket

NMM server

""‘F
E’.‘

Fead-Only mode

oK Cancel

At the top of the dialog is placed a list with two options that lets you choose a way of connecting with
dnmmsd server. The first one allows you to connect with the server by a socket file which a name you can
write below. The second one lets you connect with the server by a computer network. Then you should
pass a computer name or its I[P address and a number of TCP port on which the server works on a given
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computer.

12.8.2. A Read-Only mode configuration

Network Monitoring Map's confiquration

: Harameter value
@i Read-Only made enabled
idle time (seconds)

NMM server

o i
Ll

Read-Only mode

—i
I'-l'l H’I

Read-Only mode enabled field shows if a Read-Only mode is turned on or not. If it's active, it will
run in a Read-Only mode when a time specified in Idle time (seconds) field goes on. If you want
to make changes in Network Information Database, you should login again on dnmmsd server.

12.9. Related articles
Service of Network Management Map (dnmmsd)
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Chapter 13. Network Nodes Viewer (xdnnv)
13.1. General

xdnnv application is Network Nodes Viewer (xdnnv) and it is a part of Network Manager. The
application using a configuration file previously created by xdnnve generates the application which
controls work of monitored network devices provided SNMP protocol. Applications generated in that way
can be extremely different from one another both their appearances and their functionalities. However,
there are some common functionalities for all such applications that let user have some control during
their work. Control panels of network devices consist of controls that work is described in the section
concerning xdnnve application.

13.2. Synopsis

xdnnv can be run with the following options: [-V.--snmp-version version| [-d.--dump-packets]
[--debug-snmplib]  [-D.--no-communities|  [-T.--no-toolbar]  [-S.--no-statusbar| [-L--log-facility
log_facility] [-L.--log-level log level]l [-H,--host _hostname] [-R.--read-community _community]
[-W.--write-community _community] [-s,--stick _sticking_string] [--oid-of-control _control_name=oid]
[--caption-of-control control_name=caption) [-v,--version] [-h,--help]

13.3. Options

Table 13.1. xdnnv options

Option name Description

-V,--snmp-version version |Use a specified SNMP: SNMPv1 (1) or SNMPv2C (2¢) (default: 2c¢).

-d,--dump-packets Dump information about each single SNMP packet in the ASN.1 notation
on stdout.

--debug-snmplib Turn on debugging of a native SNMP library, i.e.: currently library used by
SNMP wrap library of David system.

-D,--no-communities Don't display communities.

-T,--no-toolbar Don't show the toolbar.

-S,--no-statusbar Don't show the status bar.

-1,--log-facility log facility |Choose log facility: daemon | user | localO | ... | local7 (default: local6).

-L,--log-level log level Choose log level (on stderr and syslog) i.e. messages of selected level and
more important levels will be logged: emerg | alert | crit | err | warning |
notice | info | debugO | ... | debug?2 (default: warning).

-H,--host hostname Specify a hostname you want to communicate (domain name or IP
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Option name Description
address).
-R,--read-community Use a specified community for reading.
community
-W,--write-community Use a specified community for writing.
community
-s,--stick sticking string Stick this string to ID strings of selected controls.
--oid-of-control Set a specified OID to a control that has a specified name.

control_name=oid

--caption-of-control Set a specified caption to a control that has a specified name.
control_name=caption

-v,--version Display version number on stderr and exit.

-h,--help Display this help and exit.

13.4. Description

One of the first step during building of a panel is creating sessions according to parameters saved in the
configuration file. Each session owns some properties. Some of them can be unspecified or can get
default values during the panel configuration by xdnnve. It concerns the following cases:

e if SNMP version is given as Unspecified, SNMP version of the session is set according to an
argument of -V option of xdnnv;

* if no hostname is given, an argument of -H option of xdnnv becomes the hostname;

* if no SNMP community is given, an argument of -R option of xdnnv becomes the community for
Read type sessions and an argument of -W option of xdnnv becomes the community for Write type
sessions;

» if no sticking string is given, an argument of -s option of xdnnv becomes the sticking string.

After specification of the panel properties the following procedures come: creating controls, assigning to
particular sessions such controls that want to be used in Read or Write actions and building expected
connections between controls (i.e. Scroll bar, Slider). Next, lists of SNMP packets are built for particular
timers of the panel. That SNMP packets are going to be sent to particular devices during the panel work.

After that initialization the panel starts its work according to timers settings saved in the configuration file
and interacts with its user.
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/home/david/panels/, " .".nnv - Network node viewer -« «
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The application allows to control in same way work of a generated panel. Mostly, it can be a control of
application timers and SNMP packets traveling between devices and the application and you can also
trace timeouts for sending requests and other statistics.

Buttons on the toolbar help you to keep control of the panel work. The first button agrees with File

menu:

Table 13.2. xdnnv - File and Utilities menu buttons

Button

Description

It lets you exit the application.

It opens Sessions statistics dialog that shows you current statistics of
ingoing/outgoing packets.
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Button Description

Itopens A basic timer listtabofConfigure properities dialog.

It opens Counters tabin Configure properities dialog.

It opens Sessions and PDU-stabin Configure properities dialog.

It opens Timeouts tabin Configure properities dialog.

It lets you clear the contents of all controls on the panel.

3
H
i
il
a

It allows you to clear timeout counters for all controls.

View menu includes two options - Show tool bar and Show status bar - they allow you to
display or hide the toolbar and the status bar.

Through Help menu you may find out about the application version and its creation time.

13.4.1. Sessions statistics
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The application counts ingoing and outgoing packets, occurred errors and timeouts. You can watch
current statistics by Sessions statistics dialog. The panel creation time is displayed at the top of
that dialog.

13.4.2. A basic timer list tab

Confioung prooer | es

Form T e =Y 1 ——
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al oo ackor e

Configuring by xdnnve the timers for the panel and connected with them Read and Write actions, you
specify a timer interval on which particular actions will be run. If the interval is lower then 2 seconds, it
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means that a given action will be run only one time on the beginning the panel work. Turn on the
Timer option is set if the interval of a given timer is lower then 2 seconds. The timers intervals can be
changed during xdnnv work but the effect will take place only after rebuilding of all SNMP packet lists.
You may do this selecting the item of the timer list and setting its interval. Pressing Apply button lets

you apply changes.

13.4.3. Counters tab
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This tab allows to clear specified counters by selecting a specified kind of counters and pressing Clear

selected button.

13.4.4. Sessions and PDU-s tab

Carliaure progenies

This tab lets you see current state of all built SNMP packets and find out to which session a given packet
belongs and for request of which control it was built. Each packet has its identifier that appears in the first
column of a presented list (A sessions information and ID with each Pdu was sent
last time and its content). Valid column shows whether a given packet is valid or not (sent
or not). Type column shows a type of packet (two possibilities: Normal and Control; the second type
allows to control and build tables). Full column tells whether a given packet includes a maximum
number of MIB identifiers (this value is predefined and it can't be changed). Timer interval column
shows a number of seconds which elapses between sending this packet each time while Timer ID
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column shows this timer identifier (an internal value of the application). The last column OIDs origin
presents controls separated by commas for which requests a given SNMP packet was built.

Using Timer interval in sec. group, Turn on the Timer option and Valid option you
can control a given SNMP packet according to meaning of a specified column of the list. Pressing Apply
button confirms these changes. Pressing Rebuild all Pdus causes rebuilding of all SNMP packets
for the panel.

13.4.5. Timeouts tab
Confiaure properties
& basic timer list Counters Sessions and POUs
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Timeouts tab shows timeouts for particular controls. Pressing Clear timeouts in all
controls clears timeout counters for all controls. At the top of the tab the last clearing time is

displayed.

13.5. Related articles
Network Node Views Editor (xdnnve)
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Chapter 14. Network Node Views Editor
(xdnnve)

14.1. General

xdnnve is Network Node Views Editor and it is a part of Network Manager. This is a graphic tool
application which is a kind of an editor for some resources such as control panels for network devices.
The application allows you to build different configuration files. xdnnv on the base of the configuration
files generates applications to manage control panels.

14.2. Synopsis

xdnnve can be run with the following options: [-L,--log-level log_level] [-v.--version] [-h,--help]

14.3. Options

Table 14.1. xdnnve options

Option name Description

-L,--log-level log level Choose log level (on stderr and syslog) i.e. messages of selected level and
more important levels will be logged: emerg | alert | crit | err | warning |
notice | info | debugO | ... | debug?2 (default: warning).

-v,--version Display version number on stderr and exit.

-h,--help Display this help and exit.

14.4. Description

14.4.1. Starting up and terminating the aplication

xdnnve reads its configuration parameters from .xdnnverc file during its startup. These parameters
concern appearance of the program and other working parameters (i.e. the last edited file). The
application expects to find its configuration file in a directory which name is kept in environmental
variable 8DAVIDPRIVDIR. When the file doesn't exist, the application begins its work with an empty
document and with its default settings. When xdnnve finishes its work, it writes its current settings in the

.xdnnverc file. The application, during its work, can write some errors on stderr instead of displaying
message boxes.
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14.4.2. Main window work
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A configuration files edition, on which control panels are generated, is made invisible for a user. A user
builds a panel putting controls on it by using the mouse and specifying their properties and connections.
All operations are made using a graphic interface and a user doesn't need to know a structure of edited
files.

The main panel takes a central part of the application main view. The toolbar is usually above the main
panel while the status bar is placed below it. On the left side of the main panel tool buttons are placed.
They help you to create your control panels.

Some information is displayed on the status bar: coordinates of a left, top corner and a size of an object
over which there is the mouse pointer. When no object contains the mouse cursor, coordinates and a size
of the main panel are displayed on the status bar. There is only one exception when a rectangle area is
marked using the mouse. Then, the displayed data are applied to it.

14.4.2.1. Main window buttons

Buttons on the toolbar allow you to edit a created panel. The first four buttons agree with Fi1le menu.

Table 14.2. xdnnve - File menu buttons
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Button

Description

It lets you close the program. A user will be asked earlier for saving some changes of an
edited file (if he has made any changes).

[

It allows you to create a new configuration file.

ﬁ. It helps you to open the configuration file.

E It allows you to save the edited file as the same file (in case of a new file a user will be
asked for specifying its name).

Save as It doesn't appear on the toolbar, and it allows you to save information to a file which

name is specified by a user.

The edited operations applies to specified objects. When there aren't the objects, the edited operations
applies to the main panel. An object is marked when the mouse cursor is above it (exactly: the object has
a focus). An object permanently can be marked when any part of it belongs to a rectangle area of the

main panel drawn by pressing the left mouse button. The specified object can be selected or unselected
pressing the left mouse button while the Ctr1 key stays pressed. Specified objects can be unselected by
clicking the mouse on the main panel or marking a new area of it.

Rest of buttons agree with Edit menu and they are shown below:

Table 14.3. xdnnve - Edit menu buttons

Description

It allows you to cut a specified item. A dialog will appears earlier and you will be able to
confirm the operation. The dialog can also appear in the other cases.

It lets you copy a specified item.

It lets you paste a copied item.

It helps you to delete a specified item.

It allows you to delete all items of a created panel.

It helps you to place an edited item on the first plan before other controls.

It lets you place an edited item under other controls.

It allows you to transform selected items to a specified type of a control.

It helps you to configure properties of a specified control or panel.

H@DE@@E@X@F ?ﬁg

It allows you to test a created panel.

You can use Edit menu options by pressing the right mouse button on the selected control or the panel.
Then a list with accessible options of the menu is displayed.
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Through He1p menu you can find out about the application version and its creation time.

14.5. Main panel configuration
The panel properties
Frame Sipecific

limers Timer itery3 N sek Artions

W B Fea-

- [Fean -

1 | LS

- FF"-H'; 2
'I Hemd ™
" Fead °F

Seasions

Marme WVersion Hoef

SN Pyl
SN Pyl
GNPyl
SMM Py

B g ounid

Default color
Image fils

Mo image availakds

A frame style of the main panel you can specify choosing Frame tab which was described later in next
part of the document.

Specific tab allows you to define many parameters of the main panel that will influence a work of
created control panel. You can set colors of the panel or choose its default color. You can set a name of a
graphic file which will be the main panel background. If you want that the main panel will be able to poll
every some period of time devices to update presented data, you should define at least one session. In this
aim you should press the button D in Sessions group to define a new sessions.
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A SesSSon property
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A sessions property dialog appears that you should pass a session name (it is only essential to
identity within the panel), SNMP version, a name or an address of a device to which SNMP packets are
sent, a type of requests (Get - to read an operation and Set - to write an operation) and a community.
Sticking string field allows you to pass a text that can be used as the text to paste to OID-s'
controls during actions are run. Fields that must be specified are: a session name (Name), a version
(Version - choosing Unspecified field you don't have to choose a concrete version) and a version
type (Type). During a generation of a real working panel unspecified fields are completed by input
parameters of xdnnv. This fact applies when you create one panel for many devices of the same type
where only the following fields will be changed: a version (Version), a name of device (Host), a
community (Community).

In Sessions group of Specific tab the following buttons are placed:

Table 14.4. Sessions group buttons

Button Description

‘j} It let you move up a given item.

{!,. It let you move down a given item.

'}{_’_ It lets you delete a selected item.

@‘ It lets you modify parameters of selected session (then A sessions property
windows is opened).

In Timers group you can add a new timer or delete an existed one. For each timer you can set an
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interval counted in seconds. An interval lower then two seconds shows that the actions from Actions
group, connected with this timer, are taken only one time in the moment of the panel creation. When you
delete a given timer, you delete also the actions connected with it. If you choose a next timer while the
choosing one earlier has got no actions, the timer will be destroyed automatically.

In Actions group you can set tools to manipulate an action list of a given timer. They allows you to
move up and down items of a list, delete a given item of the list and add a new one. The button EI lets

you add a new item (an action) to the list and then a menu with two options: Read and Write is
appeared. The first one includes a sessions list to a reading operation of values for specified objects to
update them on the panel (an operation Get in SNMP) and the second one includes a sessions list to a
writting operation i.e. sending values of specified object to monitored devices (an operation Set in
SNMP). In the most of cases the second list is empty.

All objects

C-gw

Choose abjects
Selected objects

E-gw

KWL abelMgri . KWL abelMgr3v
KWLabelMgr3s
KWL abelMgree

KWL abelMgres
KWL abelMgreg
KWL abelMgrad

O

When you specify a given session you look Choose objects dialog that allows you to choose
specified controls among all accessible in a given moment on the panel. After choosing controls a
command of actions will be added to a list of a given timer.

14.6. Configuration of controls common properties

You can build a panel using controls which there are on the left side of the main view of the application.
You should press only a selected control and click with the left mouse button above the area of the panel.
When you draw a rectangle area instead of clicking the mouse, a control fills this rectangle area itself.

You can use the controls as follows:

Table 14.5. Description of the controls

Control

Description

h

Pointer
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Control Description
abl Line edit
An Label

([ Push button
m Progress bar
x Check box
EE Combo box
|'x:'| Group box
85 List box

= Radio button group
[H Scroll bar
= Slider

— Spin box

5 List view
Eg LCD number
ﬁ Graph

& Control light
/ Line

The first button isn't a button of a control but it allows you to unselect a pressing button of a given object.

If you press the button §3§, and choose any control or double click above the area of a control with the

left mouse button, you can configure a choosing object. For all controls a window with 3, 4 or 5 tabs is
appears. Main, Style and Specific tabs appear for each controls. Actions tab almost always shows
while Frame tab shows only in same cases. A list of displaying tabs for particular controls is shown
below in the table in the next part of the document.

Main, Style, Actions and Frame tabs look similarly for all controls (an exception is Main tab and
remotely Actions tab) while Specific tab is different for each of controls.

14.6.1. Main tab
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A push button propertes

Main Shyle Acticing Specific

Ohbject name KWFushButionhgr74 Forts

ID string default fonis

Accepl incoming Pdu

Qbject type MULL

Accept ID string shcking

Belongs fo sessicn
Textfvalue on tmeout

Texthvalus after timeout

In Main tab is placed Object name field, that lets you specify an object name. An object with the
name will be available for other controls and the panel. You can set also a kind of a font (Fonts button)
different from default one. If an object is connected with SNMP i.e. if it is used as an argument of Read
action or Write action, you can pass its ID string. If an object is used to set a value of SNMP
(Write action), you must set a type of this variable by choosing an option of Object type field. You
should set Accept incoming Pdu to update an appearance of the object basis of working results of
Read actions. Sometimes you can want to paste an additional OID to ID string. Then you must set
Accept ID string sticking in object properties. You should pass also a session name in
Belongs to session to use an object in any action Read or Write type.

In Text/value on timeout field you can pass a value that a control will receive when it doesn't
receive a response from a polling device in expected time. This value will be interpreted as a text when a
control (i.e. Label) expects these values otherwise the value will be interpreted as a numerical value.

In Text/value after timeout field you can pass a value that a control will be received after
timeout when it doesn't receive a response from a polling device.

14.6.2. Style tab
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A push button properties

Main Siyle Actions Specific

Enabled Caption LODZ-gw Active Disable MNormal

palette | palette | palette

Track the mouse ToolTip LCOUZgw

Focus  1he keyboard and the mouse focus default palettes

K Lancel

Style tab includes a field of choice that gets you four possibilities of receiving of Focus for a given
controls: a lack of focus, focus by pressing Tab key, focus by pressing the mouse button and two last
options together. In Caption dialog you can pass an inscription which is displayed on a given control (it
concerns a part of objects). In ToolTip dialog you can pass a text which is displayed in an response
dialog above the object when you drag the mouse cursor on it (empty inscription means a lack of a
response). Turning on Enabled option allows you to set a given control in an accessible state by the
mouse or the keyboard.

Three buttons are placed on the tab and they helps you to set free color for any controls. Each of the
buttons let you specify color which is characteristic for a state in which any controls can be (active,
passive and normal).

14.6.3. Actions tab
A push button properties

Main Style Actions specific

Events e (R W Erec $04YIDDIR/bindshownode

Clicked or Returned |:| "

4

Cancel

In Actions tab for each event you can specify a list of actions that will be done. Events for controls
mostly can be in two kinds: pressing the left mouse button while the Enter key stays pressed and double
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clicking the left mouse button. The second event in the case of the mouse always must be preceded the
first one. It can cause a situation that actions joined to a double clicking cannot occur or they quickly
occur after actions for a single clicking. For this reason you shouldn't define actions for this both events in
the case of the same object.

A user has five different kinds of actions at his disposal. Only some type of objects have all kinds of
actions. Close action allows you to finish a work of the panel. If the panel is like a dialog, it only closes
itself. If it is like a main panel, a work of the whole application is finished. Read action lets you read data
of specified objects to update their current view on the panel. Write action passes this data to a managed

device.
Program specification

A program and s agumenis

lips
n the sdi box above you can was obiect namss bllowsd by . Hyouw uee predshinsd namea like: Hos®™ams,

ammianity, WnieLomemnity, FileName, GheknsilSinng youll gl parent process paramaiers, CIhers namas

wed by 7§ will stay unchanged

Ok

Program specification Program specification window defines Exec action and it allows you to
specify the program and its parameters that will be run during a given event is done. When you specify a
program and its parameters, you can pass names preceded $ sign. A name can be: an environmental
variable that will be defined during the panel is working, a control name which a value we want to use, a
keyword as HostName, ReadCommunity, WritecCommunity, FileName, StickingIDString including
appopriate input parameters of xdnnv.

= Hetwork Node View paramaliens

Path o a file

Cotions

Slick this |0 string

Tips

:ry edit bow abowe you can use object names followed by §°. [ you use predefined name
Jamea, ReasdCommunity, Writs Community, FilsMame, StiekinglDString youll get pamnt pe
pEramEErs

Network Node View parameters window defines Dialog action and it allows you to pass
names of a configuration file for xdnnv describing the main panel. You can choose Stick this ID
string option and pass OID that will be pasted to controls of a given panel. As in case of Exec action,
you can use $ sign and pass after it names of controls or keywords (you can't use environmental
variables). Dialog action runs a service of a specified panel in a modal dialog in contrast to Exec action
which runs some program.
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The buttons of Actions tab allows you to manipulate a list of actions for a given event. The button D

lets you define a new action among described above. You can specify Read and Write actions in the
same way like the panel configuration.

14.6.4. Frame tab

A label properies

Main Style Actions Specific

Style Line Midline Freview

MoFrame

Flain

Frame tab lets you configure a frame style of an object and its line width that a frame will be built. In
Style group you have some possibilities at your disposal: No Frame, Box, Panel, WinPanel,
HLine, VLine, Styled Panel, PopupPanel and frame styles as: P1lain, Raised and Sunken.
In Line group you can define an outside line width of a frame and in Midline group - a middle line
width. An effect of current settings is shown on the preview.

14.6.5. Tabs for particular controls

Table 14.6. Tabs for particular controls

=
&
e
=
-
&
=n

Control

abl - Line edit

A - Label
(3 - Push button

Style tab Actions tab Frame tab Specyfic tab

o

[amn’ - Progress bar

E - Check box

L gL

- Combo box

[i" - Group box
- List box

L (L
(L
(L

4
(L
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Control Main tab Style tab Actions tab Frame tab Specyfic tab

(® - Radio button o ~a

group
[H - Scroll bar

4
4

dl= - Slider

o
w

- List view
Eg - LCD number

i - Graph
@ - Control light

/ - Line

LKL

Spin box

CLLLL

CLCLLLKL] &
LKL
LKL

LKL

14.7. Specific tabs for particular type of controls

14.7.1. The Specific tab for Line edit control

- Line edit control allows you to edit a text of a single line.

ILiI‘IE edit contral

Aline edit properties ——— - v &

Main Style Actions specific

Echo mods Marmal

Maximum eharacter count

Frame around this single line edit

] 8 Cancel

Echo field of Specific tab lets you set if during a text edition the characters be able to write
(Normal) or not (No Echo) and whether asterisks be able to display instead of a text (Password). The
tab helps you to set a maximum value of characters (Maximum character count) that can be
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written by a user. You can also choose if Line edit is surrounded with a frame (Frame around

this single line edit).

14.7.2. The Specific tab for Label control

- Label control displays one or more rows of a text or a picture.

Label control

A Bbel properties

Main Style Actions Erame specihc

Image file davigdrimagesirouters/router. 68x51.xpm

Alignment
| eft Top Center
Right Botiom Expand Tabs
Hor. Center Ver. Center’  Wond Break

Transparent control

Specific tab allows you to pass a path to a graphic file or use a preview button to choose the file using
a dialog. If a graphic file can be displayed, it will replace a text of a control. If a text is displayed, you will
set a kind of paragraph and whether a text be able to split into lines including whole words. You can do
this using buttons from Alignment group. Transparent control option lets the control be
transparent. In a case when a text is displayed, a background of the control won't be shown while in a case
when a picture is presented, the control only will exist in points that the picture isn't transparent.

14.7.3. The Specific tab for Push button control

- Push button control confirms a user's choice.
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A push bution properties

Main Style Actions Specific

Image hle Toggle butlon
Read-Write mapping Default buton

On is equal '

No image available

The tab lets you pass a path to a graphic file like in a case of Label. It allows you to choose whether the
control can be a default button for a dialog or it can be Toggle button. In this case you must pass
equivalent of some integer number for each of states.

14.7.4. The Specific tab for Progress bar control

- Progress Dbar control mostly shows current value

(greater or equal zero) of a specified parameter.
& progress bar properties

Main Style Actions Erame

Maximum value Criemtaton

Hornzantal Vercal
On start = I

Text

Depends on ID stnng Percentage

Accept |D stning sticking
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Orientation group of Specific tab gives you two ways of Progress bar presenting:
Vertical or Horizontal. The control must have a maximum positive value (a minimum one is
always equal zero). The value can be passed as fixed or it can depend on an object value of monitoring
device when its identifier (OID) is passed. When you want to build this identifier through sticking some
string, you can choose additionally Accept ID string sticking field. In Text group you can
pass one of three possibilities of a current value displaying: without a text, an absolute value or a percent
value.

14.7.5. The Specific tab for Check box control

E - Check box control is a toggle button and allows you to select or unselect a specified option.

A check box properties

Main Style Actions

Image file
Read-Write mapping

On is equal |

Mo image available

|

Off s equal =

Check box is a control similar to Push button. So, Specific tab lets you pass a graphic file which is
displayed instead of a text. Because the control has two states, you must pass some integer numbers for
each of states.

14.7.6. The Specific tab for Combo box control

- Combo box control allows you to choose a specified item of
[tem 3 |

—_—

available items list.
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Acombo box properties

Main Style Actions Specific

ltems
Auto completion  Line limit 10 Metif 1

Style Motif 2 (read-write]

Read-Write mapping
Start indexing from
Dynamic list
Dynamic parameters
Depends on ID sinng

Accept 1D string sticking

Style field of Specific tab allows you to choose one of three accessible styles. Motif 2
(read-write) style lets you edit Combo box control. In this case you can choose automatic adding
of a completion from an available items list (Auto completion field). You must also pass how many
lines a field of a control list will be high (Line 1imit field) and you must assign a number to the first
line in Read-Write mapping group. This assignment allows to imitate values on a text from an
available items list (this object sends by Write action and receives by Read action an integer value
unless the list is created dynamically).

The edited field allows you to pass specified items of the list. If the list of items is created dynamically,
you must choose Dynamic 1list field. Then Combo box ID string allows you to build items of the
list. The object identified by the ID string means as the first item of MIB chart, that will be transformed
into an item list of the control through the next SNMP requests of Get-Next type.

14.7.7. The Specific tab for Group box control

- Group box control groups objects.
Giroup box control ——
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A group box praperties =—

Style Frame specific

Text alignment Right

Specific tab allows you to choose a kind of a title alignment as regards an object width. A text can be
aligned to left or right side or central.

14.7.8. The Specific tab for List box control

[, - List box control lets you set an item of a list.
ltem 1

ltem 3
Item 4
ltem 5

T,

A st box properties

Main Style Actons Frame Specific
Fead-Write mapping [tems

Start indexing from !

Dynamic list

Dynamic parameters

Depends on ID string

Accept ID string sticking

Cancel

In Read-Write mapping group of Specific tab you should pass an index value of the first item to
which a control value will be mapped during its recording or reading (similarly as in Combo box control).
A static item list you can pass in Items dialog. If you want to create a dynamic list, you should choose
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Dynamic list. A creation procedure and working of the list was shown describing Combo box

control.

14.7.9. The Specific tab for Radio button group control

- Radio button group control lets you choose one of

—Radio group box contral ——
w ltem 1 ~ |tem 4
w ltem 2
w ltem 3

options available in a group.

A radio button group properties

Main Style Actions Frame Specific
Radio butions

Text alignment Right

Read-Write mapping

Start indexing from

Text alignment field of Specific tab lets you set a specified kind of a title alignment. You can
also create a list with accessible options passing names of objects in Radio buttons group and you
can set an order of their indexing and ascribe an initial index number to the first object (Start
indexing from field). A defined Radio buttons you can configure by duble clicking it the left
mouse button. Then you can pass a path to a graphic file that is displayed instead of a text. Each object
like that you can move and change its size but only within Radio button group control.

14.7.10. The Specific tab for Scroll bar control

J - Scroll bar control lets you manipulate other control value and
-

[~

present a current value between defined ranges.
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A =croll bar properies

Main E—_-l‘pli: Ardicins

Range Steps
Min i

n start

Page 14

[Zli_-eF:rl;ellde;. an 1D siring

Max Crrientation Haornzontal

(n start Connecied controls
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In Range group of Specific tab you can pass limited values (a minimum and maximum value). In
Steps group you should set quantity of steps and in Orientation field - a kind of the control
orientation. There are a list of objects connecting with the control and buttons to manipulate the list items
in Connected controls group. These objects will react to moves of the control slide. Objects
receiving new values of Scroll bar update their view depending on their specific properties.

As in case of Progress bar you can set that limited values will be able to change dynamically (in case of
Progress bar you have one limited value while the second value is always zero). A description of Sroll
bar and its list of items created dynamically is described in Progress bar description.

14.7.11. The Specific tab for Slider control

- Slider control lets you manipulate values of other control and

| |

present a current value between defined ranges.
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Specific tab includes configuration items similarly to Scroll bar. In Ticks field you can choose a
way of drawing of a scale marks around the control while in Interval group you can set a distance
between marks of a scale.

14.7.12. The Specific tab for Spin box control

If'r-Ei o i - Spin box control allows you to manipulate a value taking specified ranges into

consideration.
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A spin box properties

Main Shyle Acticnsg Fram=
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Min
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In Range group of Specific tab you should pass a range of values accepted by the control (as in
Scroll bar and Slider). In Steps group you should pass a step quantity of the control. Choosing
Wrapping option causes the values are wrapped i.e. after the greatest value follows the lowest one and
vice versa. In Text group you can pass Prefix and Suffix appearing around displaying value of
Spin box. A minimum value can be displayed as a text if you pass it in Text when min. field.

14.7.13. The Specific tab for List view control

- List wview control presents a list of items
Ma. | Froperty 1 Froperty 2
1 54584.15584 4587 2365
2 5dd 223 98955487 .21 5451

=~ |

split into columns.
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A list view properties
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If you choose Dynamic 1lists field of Specific tab, you will be able to create a list of items
dynamically for an object, otherwise you must pass in Rows count group, in Static value field a
number of rows.

Cells confiquration

1.
J36141892211.1 1361419221128

Current colimr

When you press the button %, Cells configuration dialog appears. It allows you to configure

particular cells of a list showing different possibilities. They are depended on the list which is static or
dynamic. For the static list, all cells (number of columns multiplied by number of rows) are available
while for the dynamic one - only the first row. When you choose a column of Current column field
and double click the left mouse button on the specified row of the list, A single cell
configuration dialog appears for a specified cell.
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% sindle cell confiquratior -

ID string 1.36.1.4.1.922.1.1.1

Accept incoming Pdu

Arcept D string sticking

Ok

For each cell you can pass an object identifier of MIB that the cell presented a value of the object. In this
case you should set Accept incoming Pdu field. If the identifier is built by sticking additional OID,
you must choose Accept ID string sticking option.

In Columns group of Specific tab is presented a list of columns.
New column =|w|a

Label

Width 30

Left

Alignment

Enable click

Enable resize

], Caneel

When you define a new column and press the button D , New column dialog appears in which you

should pass its title, its initial width and its kind of a text alignment and you must decide, that a column
will react to clicking the mouse or you will be able to change its width.

All columns show focus field of Specific tab allows you to choose that all columns will have
a focus or only the first one. Enable column moving field shows you if the columns can be
replaced.
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= Configure sorting

: ra
Defaultcolumn =
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The button - runs Configure sorting window that allows you to configure a sorting for a whole

object: a column number and a kind of an order (increasing or decreasing).

14.7.14. The Specific tab for LCD number control

- LCD number presents a numerical value.

ST
: HI_IE

A LCD properties

Main Style Actions Frame sSpecific

Mode
Number aefdigit = DEC

Degree style

Segment style

Cutline

Number of digit field of Specific tab allows you to set a number of digits that will be displayed.
Degree style option shows you if a degree character is displayed or not. In Mode group you can
choose one of four ways of number displaying: binary, octal, decimal, hexadecimal. If Degree style
option is set, decimal number always will be displayed. Segment style group lets you choose one of
three ways of digit drawing.

14.7.15. The Specific tab for Graph control

119



Network Node Views Editor (xdnnve)

Graph eontraol
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- Graph control presents next values of data in a form of
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In Range group of Specific tab you should pass limited values (a minimum and maximum value). In
Title alignment and lines count you can choose a kind of a text alignment, a number of
horizontal lines and distance between them. Filled graph option lets you choose that a graph will be
filled with color or drawn as line. Show increase of the value instead of its own
option helps you to show an increase of the value instead of the value. In Colors group you can choose
colors that will be used to draw a graph, a grid and a background.

As in a case of Progress bar you can set that limited values were depended on values of MIB objects. The
Graph work is shown in a description of Progress bar control.

You can also use other way to manipulate the control ranges choosing Use dynamic ranges option.
It shows that limited values can be changed when are exceeded during the control work.

14.7.16. The Specific tab for Control light control

-Control light control shows its current state in an intuitive way.
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A contral light properties

Main Style Actions Frame

All values Current item

r 3 ~_

- Lokors

4 - [tem J -

. 3D effects
Line

Min valus

Fill

4F 4F 1)

Max value

Type

e,
-

Flashing timer interval in 110 of second (0 means inactive) 3

. a
Assign this value when in inactive state (when flashing) 7« -

Transparent contral

In A11 values group of Specific tab you can pass a number of all possible values. For each value
in Current item group, fields: Min value and Max value assign a closed range of accepted
values by the item. Type field allows you to choose a kind of a shape or a graphic file that will represent
this value. Depending on specified value of Type field you can pass a path to a graphic file or a line color
and a color filling a specified shape and whether the shape can be drawn flatly or spatial. Flashing
timer interval in 1/10 of second 0 means inactive) field lets you turn on timer
with a given interval in 1/10 of seconds. A zero value causes the timer isn't run. During the work of a
timer Control light alternately accepts once a given value (a value, that is currently configured) and
next time a value given in Assign this wvalue when in inactive state (when
flashing) field.

Chooseing Transparent control option causes that the control will be without a background (it
will be transparent).

14.7.17. The Specific tab for Line control
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- Line control shows its current state in an intuitive way.

& line propertes
[ ET Style Actions Specific

All values Current item
FY

Colors
- tem

=
o

30 effects

Minvalue

1

14r 4F 1)

Max valus

Flashing timer interval in 1110 of second (0 means inactive) Y

Assign this value when in inactive state (when flashing)

Type Line width 10

A configuration of Line control is similar to Control light configuration. A main difference is a fact that
a value of Type field is common for all the control values. In Line width filed you should pass a
control width in pixels. Line control as distinct from Control light always is transparent.

14.8. Related articles

Network Nodes Viewer (xdnnv)
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Chapter 15. Buttons the most often used in Web
applications

15.1. The buttons meaning

There are the buttons, in the chart below, that occur the most often in Web applications. Their fucnction in
particular applications is similar and even identical sometimes. Some of the buttons can have additional
functions, that were described during descriptions of the particular applications.

Table 15.1. The buttons the most often used in Web applications

Button

Description

It allows you to recover to a previous page.

It deletes an item i.e.: it closes a case, sets an event in a passive state etc.

It allows you to get to an edition of a given item.

It confirms an operation and makes it (i.e.: generating of a report using selected
criterions).

It allows you to get to a detailed view.

It allows you to get to a higher level of item hierarchy.

It opens a new window with data which are prepared for a printout.

It allows you to get to a presentation of the graph with data for a given item (Collection

Browser).

It reloads a page view.

PP®P®®EPO0OS®D

It accepts changed values as current one.
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Buttons the most often used in Web applications

Button

Description

It allows you to get to a report for a given item (Node Reporter).

It lets you get to a Trap browser for a given item (Trap Browser).

It lets you get to a report browser (about cases) for a given item (Recorded Operation
Browser).

EEL

It saves changes, that were done by a user.
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Chapter 16. Excluded IP Address Configurator
16.1. General

Excluded IP Address Configurator is Web application and it is a part of Network Manger. It lets you
define IP addresses, that won't be scaned in order to discovering of new network devices.

16.2. Description
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Excluded IP Address Configurator is one of the applications in Configuration tab. The main view
of the application presents a list of IP addresses. TP address column includes a description of IP
classes, that can be defined in two ways: as an IP address/subnet mask or as a regular expression. Entry
type column shows a selected definition way of a given entry. User level column defines a
minimum rihgts level of a user, that can edit a given entry or delete it. Add/Delete column lets a user
add a new entry or delete an existed one. If a user logged in a portal has a 0 level of rights, a last row of
the list includes fields allowing to define or add a new entry.
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Entries in TP address column are links, that allow you to edit particular entries. The edited view
correspond with columns in the main view of the application.

16.3. Related articles
Service of Network Management Map (dnmmsd)
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Chapter 17. SNMP Community Configurator
17.1. General

SNMP Community Configurator is Web application and it is a part of Network Manager. It allows
you to configure SNMP Community entries for particular ranges of IP classes, described through regular
expressions.

17.2. Description
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SNMP Community Configurator is one of the applications accessible in Configuration tab. A
main view of the application presents a list of regular expressions described IP classes. Regular
expression describing IP addresses column includes a description of IP class defined as a
regular expression. The column SNMP version shows the SNMP version used for the entry. Read
community column includes community, that is used to read for a given entry, and Write
community column (it is usually empty) includes community, that is used to write. These columns are
only used when the entry does not apply to SNMPv3. Next six columns relate only to SNMPv3:

* Security name
e Authentication protocol: MD5, SHA
e Authentication pass phrase

e Privacy protocol:DES

* Privacy pass phrase
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* Security level: no authorization, no privacy; authorization, no privacy; authorization and
privacy

User level column describes a minimum rihgts level of a user, that can edit a given entry or delete it.
Up column includes buttons, that helps a user to move a given entry up, while Down column allows to
move it down. Moving of entries is an important function, because processing of the list by dnmmsd
module is interrupted on the first matched entry. Add/Delete column lets a user add a new entry or
delete an existed one. If a user logged in a portal has a 0 level of rights, a last row of the list includes
fields allowing to define or add a new entry.
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Entries in Reqular expression describing IP addresses column are links, that allow you
to edit particular entries. The edited view correspond with columns in the main view of the application.

17.3. Related articles

Service of Network Management Map (dnmmsd
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Chapter 18. User and Group Manager
18.1. General

User and Group Manager is a Web application and it is a part of Network Manager. It is used to run
solely User Manager and Group Manager as a kind of the interface.

18.2. Description
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User and Group Manager includes only two buttons, that allow to run two applications. There are: User
Manager and Group Manager. It is only purpose of existing of the application.

18.3. Related articles

User Manager

Group Manager
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Chapter 19. User Manager
19.1. General

User Manager is a Web application and it is a part of Network Manager. It allows you to manage user
accounts of David system. The program helps you to add new user accounts and modify existing one.

19.2. Description

User Manager allows you to manage users' accounts of David system and modify existing one. Only the

users of '0 ' level can add new accounts.
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Each account has the following fields:
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e Name - a user's identifier;
* Password - a user's password;

* Level - a privilege level (users of '0' levels has the highest privileges while levels about higher
values have every now and again lower privileges.);

* Gecos - adescription of the account;
* UID - along invisible number, that is a numerical identifier of a user,
* Groups - groups to which a user belongs to;

e Default access - it describes if a user has access to the data, that aren't specified fields with
access rights;

* Can change password - it shows if a user can change his password;
¢ Creator - an account creator;

e Modifier - the last user who modified the account;

¢ Creation - the account creation time;

e Modification -the account modification time;

e User - the account owner;

* Group - the account group;

e User rights - access rigths for owner's account;

* Group rights - access rigths to the account for a group;

* Other rights - access rigths to the account for other users;

* Groups+ - additional groups, that have access to the account.

A default view of the application is a list of David system users. If you choose a given account, you be

able to modify its properties. A view of the applications for a user of '0' level has additional options
which allows you to add a new account and delete existed one.
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19.3. Related articles

Operation Manager: Graphic Notifications Server (dgnsd)
Operation Manager: Graphic Notifications Presenter (xdgnp)
Service of Network Management Map (dnmmsd

Network Management Map (xdnmm)

Network Management Map Client (dnmmc)

Enhanced Data Collector (dedcd)

Group Manager
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Chapter 20. Group Manager
20.1. General

Grup Manager is a Web application and it is a part of Network Manager. It allows to manage goups of
David system users. It helps to add new users' groups and modify existed groups.

20.2. Description

Group Manager helps to add new groups of users and modify existed groups. Only users of '0' level
can add new groups.
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The bottom table shows fields of user groups and their meaning:

Table 20.1. Group Manager - meaning of user group fields

Field Description

Name A group name.

Creator A group creator.

Modifier The last user who modified a group data.
Creation Creation time of the group.

Modification Modification time of the group.

User An owner of the group.

Group A group of user group.

User rights Access rights to an owner's group.

Group rights Access rights to a group for a group of users.
Other rights Access rights to a group for other users.
Ulevel A minimum user level, that can modify a group.
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Field Description

Groups+ Additional user groups, that have an access to the group.
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A default view of the application is a list of David system user groups. Clicking on a selected group, you
can modify its properties. The application view includes, for a user of '0' level, additional fields
allowing to add new groups and remove existed groups.

20.3. Related articles

User Manager
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Chapter 21. Collection Browser

21.1. General

Collection Browser is a Web application and it is a part of Network Manager. It allows you to browse
graphs that are created on the base of collected data from monitored devices. Moreover, the applications
allow you to browse graphs generated ground of external data. The system is notified about their

existence by an administrator.

21.2. Description
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Collection Browser is Collections tab. The view consists of two parts. The left one is an index of
available collections, where you can choose a way of data presentation and the data. The right part is a

view of chosen graphs placed one by one.

21.2.1. The index of available collections

There are three buttons on the top, that allow to change a panel width which presents the index. There is a
list below the buttons which allows to select a kind of collection, that we want to see. You can choose
current collections, obsolete collections, that aren't updated or all available collections. There is an option
below the kinds of collections which allows to select if the list shows variables for a given graph or not. If
you select an option to show a list of accessible variables, for each graph a list with accessible variables,
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that we want to show on the graph, will be avaiable. Below the list, a selection of type devices is located.
Next, the edited field is located, that allows you to entry a searching string in collections according to
criterions selected above. The items, that are located below, are depended on a context of work index.

Three work contexts are accessible: browsing, searching out and an edition of selected data. The browsing
is that you click on links of collection groups (they're often device equivalents). The searching lets you
find needed data quickly. Passages between modes are very smooth and natural. On each stage you can
select interesting data for you. During different operations previous selected data will be showed as
selected to show. If you want to see all selected data, you must go to the edition mode clicking on the
button @ . Newly selected data are remembered during a running search or through pressing any of

four buttons on the bottom toolbar.

21.2.1.1. The toolbar buttons

Meaning of particular buttons is as follows:

Table 21.1. Collection Browser - the toolbar buttons

Button Description

e Add selected collections to data remembered before and show all of them.

@ Save only currently visible, selected collections and show them.

o Remembered currently visible, selected collections.
Add selected collections to data remembered before and show a list of all
remembered data.

0 Delete all remembered collections.

21.2.1.2. Displayed data parameters

There are 5 fields allowing you to select what kind of graphs will be shown (hourly, daily, weekly,
monthly or yearly). You can select graph sizes that will be drown and time, that will be visible in the
middle of the graph.

21.2.2. The view of collection graphs

There is a toolbar with buttons relating to all visible graphs in this part. Meaning of particular buttons is
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as follows:

Table 21.2. Collection Browser - the toolbar buttons

Button Description

Refresh graphs

Print graphs

Zoom out graphs

Zoom in graphs

200

Each graphs has additional navigational buttons that let you move after time scale. The buttons work
separately for each graph.

21.3. Related articles

Network Management Map (xdnmm)
Service of Network Management Map (dnmmsd)
Enhanced Data Collector (dedcd)
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Chapter 22. Node Browser
22.1. General

Node Browser is a Web application and it is a part of Network Manager. It allows you to browse
information about monitored devices and monitored items such as: network interfaces, BGP peers,
managed items and ping objects. It also help you to control a part of items like in the case of Network

Management Map.

22.2. Description

22.2.1. Tree view tab

Weather Collections Cases Reports Melwork Users & Services Confliguration Documentation

sarvices Giroupes

Node browseresion 1.oo
Iree view  Accounting

Slate= Alarm slatus = State details= Commumnilye Last check=

B abjects
= aPing groups

Node Browser is accessible through Nodes tab. A default view of the application shows two tabs -
Tree view and Accounting. Below them, there is an unrolling, device list and its elements in the
form of tree.

In Tree view tab 6 of 13 columns are shown by default. A user can choose which columns wants to
see. Their meaning is described below:

Table 22.1. Node Browser - Tree view columns

Column Description

Name A name of group, object or item.
State A current state of the item.

Alarm status A current alarm status of the item.
State details Details about a current state of the item.
Community a result Community for the item.
Last check Last checking time of the item.
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Close the Name column, a green arrow is palced. If you push it, the list with accessible column is
unrolled. The Save button saves changes.

Table 22.2. Node Browser - the other columns of Tree view tab

Column Description

Is passive It shows if the item is passive or not.

State changed It shows time of last change of a state.

Last down state It shows time of last change of DOWN state.
Device address It shows a main [P address of the device.

Up time It shows Up time of the device.

System description [It shows a system description of the device.
IP addresses IP addresses of network interface.

22.2.1.1. Browsing of resources

Monitored resources can be browsed on two ways:

* browsing particular items, that are accessed as tree,

e searching items per given criterions.

The first metod is easy enough, becasue you can click only the mouse on a list of accessible, monitored
items. They should unroll until the smallest one.

Node browser e 1.00
Tree view Accounting

L e | B I R ¥ s el L B | . 1o [ R

Statex Alarm statusz State details® Communityx Last checks

@ aObjects
a & Ping groups
B &Default (8)

08  esw( SR | Critical A Off until Ok I 2008/11/17 11:16:35
O®RF [ SR [ Was critical = @8 On [ T - 200811717 11:16:32
0% DOM( . .77~ )= Was critical ® #On [T S 2008/11/17 11:16:32
m) sw [ R— ] Critical 4 Always off [ E— E— 20081117 11:16:35
O me { -.0 7 .)= Ok i On I [ S 2008f11/17 11:16:32
O& volp ( Lo T Ok & On S e 20081117 11:16:32
O& ups ( R Was critical = @8 On I T S 2008/11/17 11:16:32
O@wa (. I 1 Was critical® # Always off S e Z00B/11/17 11:16:32
@ @lnne (4)

The second way allows you to choose monitored items using different criterions of choice, that are
accessible by the buttons placed on the top of the application. Thanks Search button, you can search
interesting items using additional appearing fields and buttons.
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As the first, a list of differnt kinds of monitored devices and item is shown. You can select one kind of
item from it. For example, we select Search ping objects from the list.

Node browser wrsion 1.00
Tree view  Accounting
[Search ping objects =] Text -| [State === All === | e o e I
=== Search All ===
Search All lkems

ESearch network interfaces
[ Search bgp peers

Lale = Alarm stalus=z State details = Communily= Last check=

items...

Search devices
Search locations
Search links

| Search networks

Close to it, there is a next list of options to choose:

» Text— you can give a text name (or its part) of the selected item,
* [P address — you can give a I[P address of the selected item,

* AS number — you can give AS number of the selected item.

In the dialog wiondw, a user writes down a searching text. The next list is the list of states - State.
Three options: All, Ok, Critical are set by default. When you choose Advanced button, much more
options of state list will show. Advanced button causes appearing Passive state filed, that include
a list of states: A11, Is passiveand Is not passive.

When you select Search managed items option from the list of accesible items, additional list will
shown with managed item group at choice. The list of current, defined managed item groups can show as
below:

Search managed items... '| Fans {Clsco fan m =
Fans (Cisco fan monitor table)
Nome @ [® Fans (Foundry switch fan tabla)

Foundry Mpls Lsps {Mpls Lsp table for Foundry Networks devices)

Foundry Mpls Lsps (Mpls Lsp table for Foundry Networks devices)

Foundry vians (Pert Vlan port membership table for Foundry Networks devices)
Foundry vlans (Port Vlan port membership table for Foundry Networks devices)
Foundry vlans - b { Port VLAN port membership table for Foundry Networks devices)
Foundry vlans - h2 (Porl Vian port mambership table tor Foundry Networks devioes)
General information (APC UPS general infermation)

General information (APC UPS general information)

1515 neighbours {Juniper 1515 adjacency tahle)

1515 neighbours {Junipser 1515 adjacency table)

Links (GOC ATM switch link tabie)

Links (GO ATM switch link tahle)

L5Ps {Foundry Label Switched Path table)

Maasure contacts {APC UPS measure conbact table)

Measure caontacks (APC UPS measuie contact talile)

Mpls tunnels (Mpls tunnel table (extracted from RFCIB12))

Mpls tunnels - old {Mpls tunnel tahle)

OSPF neighbors (05PF 2 neighbor bable) -

State: ===All ===+

& & Ohjects
@ &Ping groups

When we give all our criterions of choice and press Search button, date which interesting us will be
shown. Add search button allows you to add to the displayed list next items from the list of accessible
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item groups, i.e. managed items.

Tree view tab allows you to search resources using buttons of its main manu. Their meaning is described
below:

Table 22.3. Node Browser - Tree view buttons

Button Description

It refresh data browsing by a user currently.

| i i | It allows to search items per using additional displayed field and buttons.
L ]

It displays a list of items at choice.

( ‘| It allows to select and unselect items from the list.
| LA JR AR

It lets you set alarms.

It lets you reset the item state to OK value.

It opens Discover device window in which you can give a domen
name of the device or its IP address.

It lets you print selected data.

It explores selected data to csv file.

It opens a configure window of Tree wview tab. It includes options
influencing such browsing mode as searching mode of the tab.

22.2.1.2. Additional options of Tree view tab

amUPSes (1)
a0m - upsm Ok 2008/11/06
Network interfaces
f
)
B & Battery status (1)
. . Battery UPsS 2008/11/06
[l #%Battery statuss Ok  On status: _ST,Q.T,Q: OnLine 00:59:49

Additional menu including the other options, is accessible close to the item name. We can see on the
picture data of battery status of ups. Both close to ups's name and Battery status item, the green
arrows are placed. When you click on the arrow, the menu of options is unrolled. The menu will be
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displayed with different options for a given item depending on context.

B ®UPSes (1)

= L -ups Ok

Show only this device

B 4 Battery stati¥ Show case report

% Battery :E Scan now

W Turn passive state on

_ . General info

The options of the context menu are described below:

e Show only this device — it only shows devices as a result of searching,

*  Show SNMP Trap report — it shows a report about SNMP Traps for the item,
*  Show case report — it shows a report about cases for the item,

* Set parent... - it opens a window to choose a new parent (a new container),

* Show state report — it shows a report about changes of states for the item,

* Scan now — it sends a request to scan a new device,

* Check now — it sends a request to poll the item of device right now,

* Turn passive state on — it sets a passive state for the item,

Add to accouting report — it adds an item to the report about accounting (Accounting tab).

If you click on the item name, in the main view of the application, the window with additional
information about it is displayed.

For example, it is a detailed view of the network interface.
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B =Devices (2)
B [Je=F .= Ok
B &Network interfaces (2)
OemethO s

Hl:: = Network interface
L=LOID: 773
BECompu{Device: F
“Routeripescription: ethO
EdAtm swAljas:
8 <Ethern{Ifindex: 2
B [<p. Admin state: Up
ANet/Oper state: Up
A-MpSpeed: 100 MBits/sec
A-MpState: Ok
AFanAlarm status: e
AFouAlarm counter:
AFouls passive: No
A Mpl1ast check: 2008/11/06 00:59:49 (11:30:08 ago)
5 & Pow] ast state change:2008/11/06 00:24:42 (12:05:15 ago)
[#|Last down state: Never
L% 1Ip addresses: 192.168.80.20
L% Customer:

For example, it is a detailed view of the managed item.
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2 =Fthernet switches (1)

8 O=p SW s Ok

8 & Network interfaces (39)
8 &-Mpls Ldp (5)

00%:10.10.0.1.0.0.1 = -,.... 'ion Admin .

O &
O
O &

L #

8 &-Mp
B&Fan
8 &Fou
8 &Fou
@ &Mpl
8 &Pow

L&
O &
R

0%

DBUPSes |
wPrint se
wWireles

awMore

1ID:
Device:

Index:

Protocol version:
Admin status:
Oper status:

Label distribution method:

Label retention mode:
Path vector limit:
Hop counter limit:
Transport address:
Uses targeted peer:
Peer address type:
Peer address:

Label type:
Discontinuity time:
State:

Alarm status:
Alarm counter:

Is passive:

Last check:

Last state change:
Last down state:
Customer:

2593
P SW
10.10.0.1.0.0.1

1
downstreamUnsolicited
liberal

interface
No
unknown

generic
0 sec.

Critical
W On
1960

No

2008/11/06 00:59:49 (11:41:17 ago)
2008/11/06 00:24:42 (12:16:24 ago)
2008/11/06 00:59:49 (11:41:17 ago)

For example, it is a detailed view of the ping object.
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® Ping object

(ID: 3]
‘Name: SW
(IP: e ... )

'Status: Down

Minimum RTT: 0.000 ms

Average RTT: 0.000 ms

Maximum RTT: 0.000 ms

Responses: - ex

State: Critical

Alarm status: 4 Off until Ok

Alarm counter: 2544

‘Is passive: No

Last check: 2008/11/06 01:01:10 (12:01:38 ago)

Last state change:2008/11/06 00:24:40 (12:38:08 ago)
Last down state: 2008/11/06 01:01:10 (12:01:38 ago)

For example, it is a detailed view of the BGP peer.
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Device: gwl
DH‘D . e
escription: gw
Remote IP: .. T TTCC
O
uanal IP: A
DwRemnte AS: 8501
Admin state: Start
DasOper state: Established
Local interface: at-0/0/0.5 (=== gwl - gw ===)
OgsState: Ok
Alarm status: IOn
se-gAlarm counter:
hBG_FIS passive: No
Last check: 2008/11/06 13:09:48 (2 min. 55 sec. ago)

L& Last state change:2008/10/30 14:11:29 (6 days 23:01:14 ago)
Last down state: 2007/09/18 10:08:54 (415 days 04:03:49 ago)

For example, it is a detailed view of the device.
B @Routers (10)

B &

== {iw iud

ID: 773

Name: qw

Parent:

Device IP: .

Uptime: 44 days 18:55:45 (2008/09/22 19:54:10)
System name: default@e

Juniper Networks, Inc. m20 internet router,
System description: UTC builder@rahu.juniper.net:/volume/build/
Build date: 2008-08-12 23:18:32 UTC Copyright (c) 1996-2008 Jun

State: Was critical

Is passive: No

Last check: 2008/11/06 13:49:56 (4 min. 0 sec. ago)
Last update: 2008/11/06 12:51:33 (01:02:23 ago)

22.2.2. Accounting tab
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Node browser s 1.0.0
Tree view Accounting

R 14

From: 2008 +/=| octi10) =2 = Hour/=|To: 2008 +/=| Now(11) * =] 5 =] Hour|= | i#d

Network inlerface ace cunling Tor a |||~|i1|||: 2008/1 0702 O0:00:00 - 2008,/1 1,05 00:00:00 (duration: 34 days 07 :00:00)

Mo Devicen Interface om Slarl= Slopx Total octels 2o Tolal packels=a Tolal octels (%)= lotal packels (%)=

Z008/10/02  2008/11/04

00:00:00  z3:59:5p  158:26TB 263.06GP | J31.67: R J31.47%

ael. 30 : =
ZOOBA0MZ  Z008/11/04 )
2 f & = ) 0% A1%
z2 - gwEs 00:00:00  23:50:58 157.02TB 262.59GP o | J31.60% N J31.41%
ael.30
) 2008/10/02  ZOOB/11/04 . - ,
3 = gwE 5000000 238080 192.12GB 8654.55M P [ Jo.10% | Jo.10%

NoNamenDm Identifler Group Start= Stop= Total octets ®=a Total packets 2o Total octets (%)= lotal packets (%)=

k . 2008/10/02 2008/11/04 o : - n
1 @ 021  Edukacjage oo oot S0 cg | 190.21GB 6709.7T0MP o | J 42 002 D J47.65%
(liczony])
= :
z Da & 2E1 Komergja-Coo/10/02 2008/1104 op oo 746.81MP e | J52.35%

(CRE R 23:59:50

Accounting tab shows number of octets (bytes) and packets sending by network interfaces. It allows to
count sending data from defined clients. A view of the application is divided on two parts. In the first one,
traffic on interfaces is presented and in the second one - traffic to clients.

If you want to add network interfaces to the report about counting of traffic, you should select the item in
Tree view tab and Add to accountig report option, that is accessible in menu for a given
item. Then, you should choose Accounting tab and give time range or not, but then the application will
set time range by default, and it counts traffic on selected interfaces from the beginning of the day. Then,
you may press Save button to save changes.

If you choose items for report and time range, you should press Count button.

Mo Devicen Inlerfacenm Slop= welels 2o Tolal packels=n Tolal octels (%)= Total packets (%)=
— Z008/10/02 ZOODB/11/04 . .0 e o T [p—. E 1
1 = gweasls Boonnn Samawa  158.26TB 263.06GF - J31.67% J31.47%

Data are displayed in particular columns which are described below:

Device — a name of the network device;

e Interface — a name of the network interface;

«  Start — time of the first data which was appeared in selected time range;
*  Stop — time of the last data which was appeared in selected time range;
e Total octets — a number of sent octets of data;

* Total packets — a number of sent packets of data;

» Total octets (%) — percent share of octets in the sum of all the list;

» Total packets (%) - percent share of packets in the sum of all the list;
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In the Interface column is button, that displays Selected columns window with columns accessible
to show in the main view of the application. Description of the colums which aren't shown by default, is
as follows:

* Records — a number of accounting records,

* Fixed records — a number of fixed, accounting records,

* Input octets — a number of input octets,

*  Output octets — a number of output octets,

* Input packets — a number of input packets,

*  Output packets — a number of output packets,

» Input octets (%) - percent share of input octets in the sum of all the list,

*  Output octets (%) - percent share of output octets in the sum of all the list,

* Input packets (%) - percent share of input packets in the sum of all the list,

*  Output packets (%) - percent share of output packets in the sum of all the list.

Accounting data for clients are placed in the second part of the main view of the application. In this way,
you can add selected clients to the list using Configuration tab, and next Customers field. It runs

Customer Configurator application, where you'll find lists of clients and their groups. You can choose
some client and look its detailed view.

Customer Configurator esion 03.0

Customers Customer groups

PO0WOOOS

Customer details Additional groups Network interfaces Managed items

e ;

Identifier: 01-1 | 01-1

Customer group: il &T4E Edukacja d

Creator: root

Then, you can select $ icon. The client will be added to the list in Accounting tab of Node Browser
application automatically. Then you should press Count button to show results of accounting data for
selected clients.
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Customer accounting for a period: 2008/11/07 00:00:00 - 2008/11/07 16:00:00 (duration: 16:00:00)

IdentiflerGroup Start= Stop= Total octets=xo Total packets=a Total octets (%) = Total packets (%)=
1 @ 031 Edukaciagoenon jeamse! 4.47GB 6.27MP B Je120c J54.80%
c
2 & 041 Edukacja ﬁﬂgﬁ’;:ln'ljm fg?&{}ﬁ"jﬂ"r 2.82GB 5.15MP . | J38.65% [N J45.03%
3D . 19-1 Kon.srqaﬁg?ﬂwn}n'u’m 32?3{:1._:9;07 3.04MB 20.05KP I Jo.05% Jo.1e%

Like in Tree view tab, in Accounting tab, Reload button refreshes a current view of the
application, Print button - prints a current view of the application, Export button - exports data to
.csv file, and Configure button - sets additional options of the application. If you press the button,
the Configure window is displayed and it lets you choose the following values:

Node brﬂwsertfarsinn 1.0.0
Tree view Accounting

PO R e P
(Configure X

Printed units Best units for value[*l
Number decimal separator Dot (.) [vl
Bars Show *l

Fix rows containing errors Yes/~

Elnsel Eavel

* Printed units field lets you choose the values: Best units for value, Same values,
Kilo, Mega, Giga, Tera;

e Number decimal separator field has the values: Dot (.), Comma (,);
* Bars field has two options: Show, Hide;

* Fix rows containing errors field has two options: Yes and No.
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22.3. Related articles

Network Management Map Client (dnmmc)
Network Management Map (xdnmm)

Service of Network Management Map (dnmmsd
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Chapter 23. Node Reporter
23.1. General

Node Reporter is a Web application and it is a part of Network Manager. It gives an access to reports
about particular monitored devices.

23.2. Description

23.2.1. Specyfication of searching criterions

23.2.1.1. Default view of the application
DAVID SYSTEM

Weather O lwibons Winbes st - T——— Wakks Baruko Ceallgaraibig | ——

HADDEMN
b e

Trup Browser, Recorded Operotion Browser, Mode Report Browser

©
'lrlrﬂﬁ """HH

T

Shrwiiide mmichod | Shaw Sherwibpde richod | Glow

Tires rampe Lagl 2 hemidh Ve fypr &g Cagis

Hemlis per poge el T'ers rarge Lasl M biads

Memlisper page Mirlerms

Fings E E “ebeerk ipierfacrs ﬁ 'E

Noarsr Denpisen

Shevw s wmichod | Shew Shwrwihide msiched | Show

wair poers 89 (1)

= npieon

Steewfisds rmiched | Shev

Node Browser is accesible through Nodes. It's created by the following groups: Pings, Network
interfaces, BGP peers and Managed items. Each group includes fields, that in characteristic
way for a given item type allow to specific criterions of its search. Clicking on the button 9 lets you

run a searching process for a given item. Clicking on the button @, allows you to go to detailed view of
seleceted item group.

All groups includes Show/hide matched filed, that can take on two states: Show or Hide. The first
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state means, that items realising searching criterions, are shown while the second one, that the criterions
aren't shown. As a result of search you receive an item list about which you can receive detailed reports.

All groups also include Show only items with DOWN states field, that show, whether a final
report will be generated for all selected items, or for the items from among selected one, that in a given
period of time were selected at least for once in DOWN state.

23.2.1.2. Pings group

Pings e

MName

IP

Group — Don't mind — j
Show only items with DOWN states | No j
Show/hide matched Show I

The group includes Name filed in which you can give a ping object description (given by an
administrator) or its part. IP field allows you to give IP address (or its part) of searched ping object.
Group field allows you to select a ping object group.

23.2.1.3. Network Interfaces group

MNetwork interfaces e

Description

Interface

Deleted Hide

Show only items with DOWN states | No

Lo Lefle

Show/hide matched Show

The group includes Description field in which you can give a network interface description (given by
an administrator) or its part. In Interface field you can select an interface name or its part. Deleted
field shows, if interfaces matched as deleted will be searched.
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23.2.1.4. BGP peers group

BGP peers e

Description

Peer [P address

Peer AS

Show only items with DOWN states | No j
Deleted Hide j
Show/hide matched Show |

The group includes Description field in which you can give a BGP peer description (given by an
administrator) or its part. Peer IP address field allows you to give an IP address (or its part) of a
searched BGP peer. In Peer AS field you can give a BGP peer number. Deleted field shows, if BGP

peers matched as deleted will be searched.

23.2.1.5. Managed items group

Murziped siems B

Text

e [t min = ]
devics
Croup — Dt i — =
Dcd edicad Huie i
Shmwihds

S hal|

matchad

The group includes a field Text in which the user can give a searched string. Source device field
lets choose a device which managed items will be searched, while the fiels Group lets the user select a
group which managed items belong to. The field Deleted tells whether also items marked as deleted

will be searched.

23.2.2. A specyfication of report components for given items
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DAVID SYSTEM
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The view is divided on two parts. The top one includes an items list for which a report will be prepared.
The bottom one includes a report configuration. Depending on a kind of reports for which a report will be
generated, a list of them will be have a different form but a bottom part of the view will be the same.
There is a detailed report configuration. Reports will be prepared for items selected in the top part.

Particular groups of a configured report part describe the single report components, that will be select
during a report configuration (i.e. Status shares, Logs). Common group includes parameters
common for other groups (i.e. time range of a report). Time range group includes parameters relating

to a whole report.

23.2.2.1. Status shares group

I+ Status shares

Graph's width

300 pixels |

Graph's height

150 pixels |

The group corresponds with the report part, that shows a percentage share of particular states which a
given item can take on. Graph's width and Graph's height fields let you specify width and
height of a graph, that shows a percentage share of particular states.

23.2.2.2. Status graph group
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I« Status graph

Each period occupies | 1 hour j

Graph's width 700 pixels j

The group corresponds with the report part, that shows state changes in a specified period of time which a
given item can take on. Each period occupies field allows you to select a minimum scale of time

axis, and Graph's width and field let you specify a graph width showing state changes in a specified
period of time.

23.2.2.3. Responses group

| Responses
Graph's width 600 pixels j
Graph's height 200 pixels j
[~ MinRTT [+ Avg RTT
[~ Max RTT [« Percent of responses

The group only concerns ping objects and it isn't shown default in the reporot, because it is on
experimental stage. The fields Graph's width and Graph's height allow you to specify a graph
width and height, that shows received messages for a ping object. The fields Min RTT, Avg RTT, Max

RTT and Percent of responses helps you to choose a kind of data, that will be shown on the
graph.

23.2.2.4. Logs group
= Logs

Results per page 20 items j

The group corresponds with the report part, that shows entries about particular states of a given item.

Results per page fileds allows you to describe a maximum nuber of entries, that will be presents
for once.

23.2.2.5. Time range group
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Time range

Time range I Last 24 hours j

I"'r'ear jl Month jl Day jl Hour jl Minute jl Period j

The group needn't be selected, because it concerns time range of a whole report. The time range can be
specified on two ways: through choosing of time range, that lasts to a current moment or through
choosing a given date and time in combination with a selected time range (i.e.: 1 day, 2 days, 1 week,

etc.).

23.2.3. Generated report
DAVID SYSTEM

Wi A edlwriseas

Mle Report Broser . oo

eces

The picture shows an exemplary report view for a single item, that consists of three groups (Status
shares, Status graph and Logs). The beginning of the report, for each selected entry, a heading
with description and link to Node Browser (showing the item) is placed. There is also a time range for

which the report was prepared.
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There is a difference in the look of the report prepared for managed items. It includes information
regarding general parameters, which all items have, and parameters specific to the origin managed item

group.

23.3. Related articles

Service of Network Management Map (dnmmsd)
Network Management Map (xdnmm)
Network Management Map Client (dnmmc)
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Chapter 24. Notification Recipient Configurator
24.1. General

Notification Recipient Configurator is a Web application and a part of Network Manager. It allows to
make connection between community values and e-mail recipient. Thanks this, a part of David system
scripts can decide, where notification send, if it is needed.

24.2. Description

DAVID SYSTEM I:'Ehl

Th g e LT PR Hipams RIS I g ] Ve K Leranps Sy oo
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e

2 -

i unprrak il 8 ey e e

AR AN oy el

Notification Recipient Configurator is one of applications accessible in Configuration tab. A main
view of the application presents a list of notification recipients. Community column includes a string
which is used to describe e-mail address of notification recipient, that is included in E-mail column. A
notification recipient, for a given Community, can be a single e-mail address or their list, that elements
are separtated by commas. Send short messages column describes, if messages, sent to the
recipient, are a short form or normal. The short form usually includes only a subject of the message and it
can use to sent sms. User level column defines a minimum rights level of the user, that can edit a
given entry or delete it. Add/Delete column lets a user add a new entry or delete an existed one. If a
user logged in the portal has got a 0 level of rights, a last row of the list includes fields allowing to define
and add a new entry.
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DAVID SYSTEM ———

T e LRTE RS T S & e Hrporis Supbwnmr b e s bors Uharrs & Cormupn

Motificotion Recipient Configurmtor., ...

eee

Cormennify —

P i phama AR TR By L

amgrs | Ma
"]

Entries in Community column are links, that allow you to edit particular entries. The edited view
correspond with columns in the main view of the application.

24.3. Related articles

Service of Network Management Map (dnmmsd)
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Chapter 25. Web Module Configurator
25.1. General

Web Module Configurator is a Web application and it is a part of Network Manager. It allows to
manage access rights of David system users to particular modules, i.e. Web applications. In this way, you
can limit access to a part of Web interfejs of David system for some users.

25.2. Description
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Web Module Configurator allows to manage access rights to particular modules of David system Web
interface. A main view of the application presents a list of accessible Web applications with their
properties. The following table shows fields, that each application has got:

Table 25.1. Web Module Configurator - meaning of the application fields

Field Description

Name The application name.

Creator A data creator of the application.

Modifier The last user who modified data of the application.
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Field Description

Creation Creation time of data concerning the application.

Modification Modification time of data concerning the application.

User Owner's application.

Group A group of application users.

User rights Access rights to the application for an owner.

Group rights Access rights to the application for a user group.

Other rights Access rights to the application for other users.

Ulevel A minimum user level, that can modify data of the application.
Groups+ Additional user groups, that have access to the application.
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Clicking on an item name from a list of accessible applications opens a detailed view to the selected
application. The view allows to edit properties of a given application.

25.3. Related articles

User Manager
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Group Manager
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Chapter 26. Service Monitor
26.1. General

Service Monitor is a Web application and it is a part of Network Manager. It presents a list of deamons
(services), that are managed by Service Manager, and a list of installed products of David system.

26.2. Description
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Service Monitor lets see a list of daemons (services), which are working on the server and are managed
by Service Manager. It also allows to see a list of installed products of David system on the server. The
main view of the application is divided into two parts. The first one Monitored services includes a
list of David system monitored services. In the table below columns of the application part are discribed:

Table 26.1. Service Monitor - meaning of the application fields

Field Description

Name A name of executable program.
Description The application description.

State It shows, if the application is run or not.
PID An identifier of the application process.
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Service Monitor

Field Description

Last Checked A time of last checked, if a given application is working.

Last started A time of last running of the application.

Last stopped A time of last stopped of the application.

Last fallen A last time, when Service Manager noticed, that a given application doesn't work,
though it was started.

Starts A number of the application starts.

Stops A number of the application stops.

Falls A number of the application work failures.

The second part of the application shows a list of David system logged in products. In the part a user can
see a product name, its version, installation time and last update.

26.3. Related articles

Service Manager

Client of Service Manager (dsc)
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Chapter 27. Customer Configurator
27.1. General

Customer Configurator a Web application and it is a part of Network Manager. It allows to create a list
of clients and their groups and generate acounting reports of transfered data, on the base of them

27.2. Description

Customer Configuraltor s oo

Customers  Customer groups

OO0 @O Komesio [Search]

Cuslomers < presfll 2 3 next >

1 A

2008/05712 20080519
13:01:08  13:51:46

O 017 Komercja root krzysiek krzysiek sys Twx X !

2 O B 018 Komercja root krzysiek T’?J‘f._juf_':” ;::Usaimﬁng krzysiok sys rwx rx = 2
’ D ’ 2008/05/12 2008/07/11 .
3 0O 02 Komergja root krzysiek 125030 DO-26:0% krzyabek sys WX X - 2

. 20080512 20080519 ; -
4+ 0O B o1 Komercja rook krzysiek 130254 155248 krzysiok sys WX X 2

Customer Configurator is accessible in Configuration tab by pressing of Customers button. The
application has two tabs: Customers and Customer groups.

27.2.1. Customers tab

This part of the applications allows to create a list of customers.

If you want to add a new client to the list, you should press New button. Then, a dialog window displays
itself to add new clients. You should give a client's name, choose identyfier and group, if it exists, and set
access rights for users and user groups.
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Customer Configuratorersion 0.0

Customers Customer groups

®

Customer details

New customer details

Name:

Identifier:

Customer group:

Creator:
Modifier:
Creation:

Modification:

Group:

User rights:

Group rights:

Other rights:

Ulevel: Level O -

Save

|
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Customer Configurator

If you click on a client, you selet its edition. For each entry, 4 tabs are accessible: Customer
details,Additional groups,Network interfaces,Managed items.

And here, in Customer details, you can change an entry name, its identyfier, access rights for
groups and users.
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Customer Configurator

Customer Configuratorersion 0.0

Customers Customer groups

QOWOOOS

Customer details Additional groups Network:

e G

Identifier: 22 22

Komercja Komercja [*l
krzysick
2008/05/12 12:58:38

Modification: 2008/05/19 13:53:55

Group: SyS Sys v

User rights: rwx rwx A

Group rights: r-x r-X v

Other rights: - -

Ulevel: Level 2 Level 2 v

Save | Save as new |

In Additonal groups tab you can add a new group and set it access rights.
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Customer Configuratorersion 0.0

Customers Customer groups

ROWOO6S

Customer details Additional groups Network interfaces Managed items

Delete| Group name | Rights Add/Modify,
root 'l T+
Delete |

= b

In Network interfaces group, you can add selected network interfaces to the client. In this case a
list of monitored devices is accessible and using it, you can choose a device and its network interfaces.

Customer Configurator version 0.3.0

Customers Customer groups

ROWOO6S

Customer details Additional groups Network interfaces Managed items

1 O gw ae 30(*=*M 22 _¥)

=== Select device === v!l ®

Delete

In Managed 1items tab, you can add managed item to the client.
Customer Configurator esion 0.3.0

Customers Customer groups

OO OOS

Customer details Additional groups Neltwork interfaces Managed items

Device Managed item
=== Select device === "I ()
Delete |

The buttons of the main view allows you to do new actions. Besides adding a new entry, $ button adds a
selected client to the accounting report of Node Browser application. The green arrows lets you move
between clients in order of the client list. The middle arrow moves us to the main view of the application.
The red button deletes a client from the list which is looked currently.
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Customer Configurator

Customer Configuratorersion 0.3.0

Customers stomer groups

QOO0

The application lets you search clients according to their names, identyfiers or groups. In this case, you
should use Search. .. button. After finish searching you should use Exit search button.

Customer Configuralor s o..0

Customers Customer groups

'@ @ O e === Show all customer groups ===~ | Exil search

Name-] .Identiﬁer-:

|Group: === All groups === j 9

Columns of the client list are described below:
Customers < prevfil]l next =

Use awroup | Othe
MName | Identifie Modifier .‘"_I . e Ulevel| +Groups
righls 5 ]

20080512 2008/05/19
krzysiek  ap2.54 13:52:48

Komercja  root krzysiek sys WX X 2

Table 27.1. Customer Configurator - columns of the application

Column Description

Delete It marks a client to delete.

Name A name of the client.

Identifier An identyfier of the client.

Customer group A group to which a client belongs to.

Creator A creator of entry about the client.

Modifier A modyfier of entry about the client.

Creation Creation time of entry about the client.

Modification Last, modification time of entry about the client.

User An owner's name of entry about the client.

Group A group of entry about the client.

User rights Access rights to entry about the client for its owner.

Group rights Access rights to entry about the client for group of users.

Other rights Access rights to entry about the client for the other users.

Ulevel A minimum level of the user, that can modify an entry about the client.
Groups+ Additional groups of users, that can an access to entry about the client.
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Customer Configurator

If you click on an item name of the accessible application list, you can see a detailed view of selected
application. The view lets you change properties of selected application.

27.2.2. Customer groups tab

Customer grouptab creates groups of clients. Meaning of columns of the tab is agreed with meaning
of columns of Customers tab with the expection of Num of customers column which shows a
number of clients, that are included in this group.

Customer Configuratoresion oo

Customers Cuslomer groups

e0e

Custome = |.1u.-\n next =

- L Creator| Modifier] Creation Modification Gro : SN . er +Groups
customers qhts qghts
= 2
2

c q c 2008/11/14  2008/11/14 c
1 O edukacja 3 kasia kasia 13:05-33 13:11:33 kasia sys rwx —

2008/11/14  2008/11/14

13:03:36 13:11:26 kasia sys  rwx

2 O komercja 2 kasia kasia

New button adds a new group. If you press it, the dialog window Customer group detailes is
opened, where you should give a name of client group, an enttry owner and set access rights.
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Customer Configuratorersion 0.3.0

Customers Customer groups

@

Customer group details

New customer group details

Number of
customers:

Creator:
Modifier:
Creation:

Modification:

User: kasia hd
Group: root v

User rights: rwx v
Group rights: r-X v
Ulevel: Level 7 -

i

Save
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If you click a name of client group, in the main view of the application, the dialog window is opened, that
is consited of two tabs: Customer grup details and Additional groups.

Customer Configuratorersion 0.0

Customers Customer groups

Q0O OE

Customer group details Additional groups

Name: komercja |komercja

Number of customers: #

Creator: kasia
Modifier: kasia
Creation: 2008/11/14 13:03:36

Modification: 2008/11/14 13:11:26

Group: SySs sys v

User rights: r'wx rwx v

Group rights: - v

Other rights: —- -

Ulevel: Level 2 Level 2 -

Save | Save as new |

In the first tab you can change data concerning a group. You can change a name of the client group and
access rights. Green arrows lets you move between groups of clients in order of the list. The second tab
Additional groups lets you add additional group to the group of clients and set access rigthe for it.
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Customer Configuratorersion 0.3.0

Customers Customer groups

QOOOS

Customer group details Additional groups

Add/Modify
root Re | - [* |
Delete |

27.3. Related articles

Node Browser

Enhanced Data Collector (dedcd)
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